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Meaningful Use Measure 1 — for program year 2016

Meaningful Use Measure 1 is an extension of the privacy protection guaranteed to all
Americans under the Health Information Portability and Accountability Act (HIPAA).

The objective of Measure 1 is to protect the electronic health information created or maintained by
an Electronic Health Record (EHR) by implementing of appropriate technical safeguards.

To demonstrate compliance with Measure 1, you must:

have a process in place for correcting
identified technology deficiencies

conduct a security risk analysis of your

EHR technology implement all new security updates
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Protect electronic protected health information (ePHI) created or maintained by the CEHRT through the implementation of appropriate technical capabilities. Meaningful Use Core Measure 15 is an extension of the privacy protection guaranteed to all Americans under the Health Information Portability and Accountability Act (HIPAA).  

The goal of Meaningful Use Measure 15 is to specifically protect the electronic health information created or maintained by an Electronic Health Record (EHR) by demonstrating the implementation of appropriate technical safeguards. 

To demonstrate compliance with Measure 15, you must conduct a security risk analysis of your EHR technology, implement all new security updates and have a process in place to take corrective action when deficiencies in the technology are identified.
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Today we will be discussing the requirement under Meaningful Use to conduct a security risk analysis in accordance with HIPAA regulations. We will talk about the specific objective, measure, and any exclusions; touch on CMS guidance for preparing for an RA’ what the attestation requirements are; discuss the administrative, technical, and physical safeguards; define the differences between required and addressable; what tools are available to assist with the security assessment and finally what you should do to prepare for an audit. 


Objective, Measure, Exclusion

Protect Patient Health Information

Objective

Measure

Exclusion

Protect electronic health information created or maintained by the CEHRT through
the implementation of appropriate technical capabilities.

Conduct or review a security risk analysis in accordance with the requirements in

45 CFR 164.308(a)(1), including addressing the security (to include encryption) of
ePHI created or maintained by CEHRT in accordance with requirements under 45
CFR164.312(a)(2)(iv) and 45 CFR 164.306(d)(3), and implement security updates as

necessary and correct identified security deficiencies as part of the EP's risk
management process.

No exclusions.
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Meaningful Use Measure 1 is an extension of the privacy protection guaranteed to all Americans under the Health Information Portability and Accountability Act (HIPAA).  

The goal of Meaningful Use Measure 1 is to specifically protect the electronic health information created or maintained by an Electronic Health Record (EHR) by demonstrating the implementation of appropriate technical safeguards. 

To demonstrate compliance with Measure 1, you must conduct a security risk analysis of your EHR technology, implement all new security updates and have a process in place to take corrective action when deficiencies in the technology are identified.


45 CFR 164.308(a)(1) refer to the Administrative safeguards that a covered entity or business associate must adhere to.  We will go into more detail on that requirement during this presentation. 

45 CFR 164.312(a)(2)(iv) refer to the Technical safeguards. 
45 CFR 164.306(d)(3), are the Implementation specifications and we will explain the difference between required and addressable. 

Remember, there are no exclusions to this rule. 


Attestation Requirements

!

INCENTIVE PROGRAM

EHR Incentive Programs

A program of the Centers for Medicare & Medicaid Services

Eligible professionals
(EPs) must attest YES
to conducting or
reviewing a security
risk analysis and

MU Menu

1 Selecta MU Core 3
Provider Measures Measures

T PG TIIE T 176 SEEUTi; Step 2: Meaningful Use Core Measures
updates as necessary Core Measure 15

and correcting Objective
identified security Protect electronic health information created or maintained by the certified EHR technology through the implementation of
. . . appropriate technical capabilities.
deficiencies to meet
. Measure

this measure. Have you conducted or reviewed a security risk analysis per 45 CFR 164.308 (a)(1) and implemented security updates as
necessary and corrected identified security deficiencies as part of your risk management process?
9 Yes

~ No



Presenter
Presentation Notes
So what exactly does this mean? CMS is attempting to ensure HIPAA compliance by attaching it to your Meaningful Use attestation process. By checking the little box saying that you are protecting the PHI created or maintained in your EMR, you are saying that you have conducted a Security Risk Analysis and corrected areas of vulnerability.

A security risk WHAT??!! In essence, a security risk analysis identifies what your threats and vulnerabilities are. This is typically conducted via a mathematical formula. In its simplest form, a risk equals (threats x vulnerabilities x impact) minus controls. The very first step, is to know what your current security controls are. Lucky for those in the healthcare industry, that many of the controls are defined for us in the Security Rule of HIPAA; so, identifying the controls is as easy as conducting a policy assessment to determine the health of your policies.

After determining where your controls are weak, it is important to develop a plan for strengthening them. Only after this step is complete, will you have met the Meaningful Use requirement for a Security Risk Analysis. 



CMS Guidance

EPs must conduct or
review a security risk
analysis at least
annually

The parameters of the
security risk analysis are
defined 45 CFR
164.308(a)(1).

An analysis must be
done upon installation
or upgrade to a new
system

HHS Office for Civil
Rights (OCR) has issued
guidance on conducting
a security risk analysis.

It is acceptable for the
security risk analysis to
be conducted outside
the EHR reporting
period.

Additional tools and

resources available by
ONC and OCR
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EPs must conduct or review a security risk analysis of CEHRT including addressing encryption/security of data, and implement updates as necessary at least once each calendar year and attest to conducting the analysis or review.
An analysis must be done upon installation or upgrade to a new system and a review must be conducted covering each EHR reporting period. Any security updates and deficiencies that are identified should be included in the provider's risk management process and implemented or corrected as dictated by that process. 
It is acceptable for the security risk analysis to be conducted outside the EHR reporting period; however, anEP who is reporting Meaningful Use for a 90-day EHR reporting period may complete the appropriate security risk analysis requirements outside of this 90-day period as long as it is completed no earlier than January 1st of the EHR reporting year and no later than the date the provider submits their attestation for that EHR reporting period.
The parameters of the security risk analysis are defined 45 CFR 164.308(a)(1), which was created by the HIPAA Security Rule. Meaningful use does not impose new or expanded requirements on the HIPAA Security Rule nor does it require specific use of every certification and standard that 1 - is included in certification of EHR technology. More information on the HIPAA Security Rule can be found at http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/. 
HHS Office for Civil Rights (OCR) has issued guidance on conducting a security risk analysis in accordance with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Security Rule: http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf. 
Additional free tools and resources available to assist providers include a Security Risk Assessment (SRA) Tool developed by ONC and OCR: http://www.healthit.gov/providersprofessionals/security-risk-assessment-tool 




Security Rule: Safeguards

45 CFR 164.312
Technical safeguards

Technical

Safeguards
45 CFR 164.310
Physical safeguards

Administrative Physical
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The Security Rule requires covered entities to maintain reasonable and appropriate administrative, technical, and physical safeguards for protecting e-PHI.  We will go into more depth of each of these safeguards. 


Administrative Safeguards

Focus on internal organization, policies, procedures, & maintenance of security measures

e |dentify and analyze risks to e-PHI (Risk Assessment)

* Tralning

 Information access management

e Business Continuity and Disaster Recovery

45 CFR 164.308
Administrative safeguards



Presenter
Presentation Notes
These safeguards establish standards and specifications for your health information security program that include the following:

 Security management processes to identify and analyze risks to e-PHI and implementing security measures to reduce risks

 Staff training to ensure knowledge of and compliance with your policies and procedures

 Information access management to limit access to electronic health records to protect health information, including the information in EHRs

 Contingency plan to respond to emergencies or restore lost data




High-Level Steps in Performing a Risk Analysis

1
2
3
4
5
6
/
3

. Identify your PHI; where it is and what it’s on
. Determine costs associated with your PHI

. Identify the threats and vulnerabilities

. Calculate the specific risks

. Analyze your results

. Complete a cost-benefit analysis

. Brief management on risks

. Develop your risk mitigation plan
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The process of performing a risk analysis can be quite complex, but it does not have to be.  There are various popular risk analysis methodologies and software applications that we will discuss later that can be used during this process. 

Identify your PHI and other supporting information systems and business assets
Determine both tangible and intangible costs associated with your PHI and its supporting systems. 
Identify the threats and vulnerabilities
Calculate the specific risks
Analyze your actual results
Complete a cost-benefit analysis
Make management aware of the risks you have uncovered, putting it in terms they can understand
Determine your risk mitigation plan 



1. Identify your PHI; where it is and what it’s on

®What PHI and
associated systems
IS your organization

dependent upon? Review existing

* Interview key personnel policies and

e Inventory all hardware, procedures
software, and
information

e Document information
flows

Prioritize findings
based on criticality
to the business

Review your existing
technology




2. Determine costs associated with your PHI

Cost to
completely
rebuild from

scratch

®*Cost to
acquire or
create

Cost to
maintain and
repair

Cost to
replace




3. Identify the threats and vulnerabilities

*Determine
the specific
threats and
vulnerabilities <
associated
with PHI
using:

e Automated Tools
e Manual Assessments
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We will review three tools later on in the presentation. 


Threat: An indication or intent to cause disturbance or harm to PHI

Vulnerability: An information system weakness that can be exploited or harm PHI

Malware OS, databases, and application with default passwords
Social engineering and phishing No data backup system

Hackers Using and/or posting to social media sites

Disgruntled or malicious employees Mobile devices and wireless access

Untrained users Security exposures due to lack of procedures or technologies
Malicious contractors No full disk encryption on laptops

Fires, earthquakes, tornadoes, floods, etc. SQL injection on web applications




4. Calculate the specific risks

Threat

Indication of
intent to inflict
harm or
damage

Vulnerability

Weaknesses
that can be
exploited by a
threat

Cost

Total economic
impact of a
successful

attack

|

|
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There are several formulas for calculating risks. 

Risk = Threat x Vulnerability x Cost This essentially requires a numeric value to be assigned to both the threats and the vulnerabilities for a given situation and those values to be multiplied by the cost of the occurrence. Obviously, this is not a highly scientific formula. It is more of a guideline to show that the calculation of risk is dependent on how high or low the threat, vulnerability, and cost are for a particular scenario.  For instance, in a given situation, imagine that the latest and greatest OS is installed on one of your computers but no security patches are applied. This in itself is considered a high vulnerability. However, if you choose only to use the computer as a word processing workstation with minimal Internet access and no PHI stored on it, the treats to the computer are going to be pretty low. If you choose to use this qualitative method to calculate your risks, just be sure to come up with a standard scale for rating your threats. 


5. Analyze your results

Ask questions:

How accurate are
*|dentify and prioritize calculations?
the specific risks and What could happen if the

determine impact risk became a reality?
: How often could it occur?

What security measures
are currently in place?
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We will review three tools later on in the presentation. 


6. Complete a cost-benefit analysis

Determine how
willing your
organization is to
accept those risks

\

Decide whether the

PHI is as valuable as

the cost, time, and

effort it would take
to protect it.



8. Determine your risk mitigation plan

Reduce your risks
Accept the risks through policies,
Get it in writing! procedures, and
technologies

Transfer your risks
to another entity
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1. Accept the risk – be sure to get it in writing from management if any risks are being accepted.  Just make sure they have all the facts. 
2. Reduce your risks through specific policies, procedures, and technologies. 
3. Transfer your risks to another entity or via a contract or an insurance policy.  Be careful with this one! Transferring risks this way still will not keep you from getting in trouble with the law or having your reputation tarnished. 


E
Physical Safeguards

Control physical access to your office and computer systems

 Facility access controls

e Workstation security measures

45 CFR 164.310
Physical safeguards
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These safeguards control physical access to your office and computer systems. Examples of required physical safeguards include:

Facility access controls, such as locks and alarms, to ensure only authorized personnel have access into facilities that house systems and data
Workstation security measures, such as cable locks and computer monitor privacy filters, to guard against theft and restrict access to authorized users
 Workstation use policies to ensure proper access to and use of workstations

The effectiveness of these safeguards will be measured during your risk assessment. 





Technical Safeguards

e Restrict access to ePHI

l'-"’r.- -‘--.-'-

"‘ systems containing ePHI
Host/Device

Data .-.-I"'.

/4 & wimmenss 8 Audit controls to monitor activity on

Sevion | ' | _ ¢ |ntegrity controls to prevent
| _”i _ improper ePHI alteration or
e 4 S destruction
| . -Controls_~ e
Qe - * Transmission security measures to
== : protect ePHI when transmitted over
Image from esri, http://goo.gl/6WW7az an electronic network

45 CFR 164.312
Technical safeguards
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These safeguards include hardware, software, and other technology that limits access to e-PHI. Examples of required technical safeguards include the following:


restrict access to e-PHI to authorized personnel only

 Audit controls to monitor activity on systems containing e-PHI, such as an electronic health record system

 Integrity controls to prevent improper e-PHI alteration or destruction

 Transmission security measures to protect e-PHI when transmitted over an electronic network

The effectiveness of these safeguards will be measured during your risk assessment. 





Required vs. Addressable

REQUIRED: 164.306 (d)(2): When a standard
adopted includes required implementation

specifications, a CE or BA must implement the
specifications

45 CFR 164.306 - Security standards: General rules.


Presenter
Presentation Notes
When a standard adopted in§ 164.308, § 164.310, § 164.312, § 164.314, or § 164.316 includes required implementation specifications, a covered entity or business associate must implement the implementation specifications.


Required vs. Addressable

Standard includes Is it a reasonable and
ADDRESSABLE appropriate safeguard
implementation specs. in its environment?

Implement the
specification

“Addressable” Document why it is not Implement an
Does Not Mean reasonable and equivalent alternative

“Optional” appropriate measure
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Addressable means that an organization has flexibility on how they address the requirement, not whether they address the requirement

So think of it as taking different approaches using other compensatory measures to reduce the risk to an acceptable level. Take the issue of encrypting desktop computers, for instance, that permit local storage of data and therefore might harbor PHI. You could encrypt them. You can configure and lock them down to the point that local storage is not possible. You can virtualize them so that no information is stored locally. Or you could deploy a DLP [data leak prevention] agent on them to restrict certain types of operations/storage of PHI. So it’s addressable. Any measure or set of measures that adequately meets the requirement is acceptable.

(3) When a standard adopted in§ 164.308, § 164.310, § 164.312, § 164.314, or § 164.316 includes addressable implementation specifications, a covered entity or business associate must—
(i) Assess whether each implementation specification is a reasonable and appropriate safeguard in its environment, when analyzed with reference to the likely contribution to protecting electronic protected health information; and
(ii) As applicable to the covered entity or business associate—
(A) Implement the implementation specification if reasonable and appropriate; or
(B) If implementing the implementation specification is not reasonable and appropriate—
(1) Document why it would not be reasonable and appropriate to implement the implementation specification; and
(2) Implement an equivalent alternative measure if reasonable and appropriate.




Security Assessment
Tools

NIST HHS + ONC m HIPAA COW

HIPAA Security Security Risk Risk Assessment
Toolkit Assessment Tool Tools



Presenter
Presentation Notes
There are a variety of security assessment tools available.  CMS does not dictate which security assessment tool to use. 


R RRRREEEEEEE—=——————.
NIST HIPAA Security Rule Toolkit

HSR Toolkit addresses implementation specifications identified in the HIPAA Security Rule.

HIPAA Security Rule

NIST Special Publication 800-66
NIST Special Publication 800-53
NIST Special Publication 800-53A

Health Information Technology
for Economic and Clinical Health
(HITECH) Act

https://scap.nist.gov/hipaa/

File

Reports

Tools Help

Questionnaire: HIPAA Security Rule Toolkit Checklist

Profile: ADA Tests

. 4

v

v

« 164.308 ADMINISTRATIVE SAFEGUARDS

« 164.308(a)(1)(i) Standard: Security managemen
' Has your organization developed, dissemina
+ Does your organization's risk assessment po
© Has your organization disseminated your Ris
* Has your organization disseminated its Risk

Has your organization defined the frequency

' Has your organization reviewed and update(
' Has your organization identified the types of
* Has your organization identified all informati
* Does your organization inventory include all
« Are all the hardware and software for which
¥ Has your organization identified all hardwart
* Does your organization's inventory include re
' Is the current information system configuratic
~+ 164.308(a)(1)(i)) Implementation specifications:
¢ Has your organization reviewed all processe
© Has your organization reviewed the risk anal
* Does your organization have any prior risk a
© What are your organization's current and pla
© Has your organization assigned responsibilit
* Does your organization have an analysis of ¢
© Are any of your organization's facilities locate
«« 164.308(a)(1)(ii)(B) Risk management (Requirec

i

- Question Text

Has your organization defined the frequency of your Risk Assessment policy and procedures 1
reviews and updates?

Instructions:

--If yes, select Yes below and please outline the period, and explain what causes your

organization to do a review outside of a period.

References
SP B00-53 RA-1 Risk Assessment Policy and Procedures

() Yes
() Not Applicable

() No

Flag Level
- I

- Attachments - Comments

Referenced Document

| Attached

i Remove |

EJ E] | Clear

[

0 out of 13 answered | | save [ Exit |
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covering basic security practices, security failures, risk management, and personnel issues. The NIST HIPAA Security Toolkit Application is intended to help organizations better understand the requirements of the HIPAA Security Rule, implement those requirements, and assess those implementations in their operational environment. Target users include, but are not limited to, HIPAA covered entities, business associates, and other organizations such as those providing HIPAA Security Rule implementation, assessment, and compliance services. Target user organizations can range in size from large nationwide health plans with vast information technology (IT) resources to small health care providers with limited access to IT expertise.
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HHS/ONC Security Risk Assessment Tool

HIPAA Security Rule

NIST Special Publication 800-66
NIST Special Publication 800-53
NIST Special Publication 800-53A
Health Information Technology
for Economic and Clinical Health
(HITECH) Act

<« sSecurity Risk Assessment Tool

[ —

Tutorial

Current User: CR | Logout | www HealthiT gov

|

A48

-

b

§164.308(a)(6)(ii) - Required
Does your practice implement the information system’s security protection tools
to protect against malware?

® Yes () No[_|Flag

~

' Current Activities Remediation .

With respect to a threat/vulnerability affecting your ePHI:
Likelihood: _) Low () Medium ) High

Impact: ) Low ) Medium O High

Threats and
Vulnerabilities

Things to
Consider

Examples of
Safequards

Identify and respond to suspected or

extent practicable, harmful effects of

security incidents that are known to the
ity or business associate; and

document security incidents and their

outcomes.

[45 CFR §164.308(a)(8)(ii)]

Employs automated mechanisms and tools

attacks.
[NIST SP 800-53 IR-5]
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U.S. Department of Health and Human Services (HHS)

The Office of the National Coordinator for Health Information Technology (ONC


HIPAA Collaborative of Wisconsin

1
P
3
4
5
6
7
8
9
1

CELEBRATING 15 YEARS

. Toolkit Guide

. NIST Risk Assessment Steps

. HIPAA COW Assessment Template
. NIST Threat Overview

. Network Diagram Examples

. NIST Risk Definitions & Calculations
. NIST Risk Mitigation Activities
. HIPAA Cow Risk Analysis Report Template
. Risk Management Policy
0. HIPAA COW OCR Audit Protocol

2001-2016

A E c [u] F G H 1 K L
Assessment Question
omplete Form Risk VulnelabilitnghlE‘ Black tekt = from the regulations
Fair Current StatefComments E|
Uridentified f unknawn
yulner abilities present Has a Risk Analuzis been completed to
increased risk to patient data | identify potential threats &
and the systems that store and | vulnerabilities and likelihood of impact,
Conduct athorough assessmentof | processit, Risks include any | including management, operational,
the potential risks and vulnerabilities to | threat zource that may impact | and techrical issues [such as outlined
the confidentiality, integrity, and the confidentiality, integrity, | in NIST SP 200-30), for all systems that
auailability of ePHI held by the covered | andfor auailability of patient ereate, receive, maintain, or transmit
164 308 a1ii8, Rizk Analysiz [ entity data. ePHI?
Uridentitied f unknawn
yulner abilities present
increased risk. to patient data
and the systems that store and
processit. Fisks include any | Have you identified potential threats
threat source that may impact | and wulnerabilities and ranked them
the confidentiality, integrity, | based on their likelihood and impact
andior availability of patient | shauld they happen [to prevent them
164 208 aii0, data. from happening]
Ta identify methads and
prevent a hacker of virag from
breaching security sontrals,
sllowing unauthorized access | Have you conducted penetration
164 308 aiiA o altering of ePHI, ete. testing?

164.30831E_|srarite | fodcimizi

Fiizk.

Implement security measures sukficient
toreduge risks and wulnerabilities to a
reasanable and appropriate level to
comply with 164.305a: a) ensure the
confidentiality, integrity, and availsbility
of all ePHIthe covered entity crestes,
receives, maintains, andfor transmits,
b] protect against any reasonably
anticipated threats or hazards to the
zecurity ar inteqrity of ePHI, o] protect
against any reasanably anticipated
uses or disclosures of ePHI that are
not permitted or required, and d) ensure
compliance by workforce.

Lack of a Risk Management
policy and completing a risk
assessment ta imprave
security measures ta protect
ePHlincreazes the potential
that a cracker, hacker,
warkforceter-work foree
members, virus, etc. is able to
alver, destroy, breach, or make
itinaccessible when needed

DO you have 2 Risk Management
procedures in place that requites a Risk
Azzeszsment be completed toevaluate
compliance with the HIF A8 Security
Fiule?

| HIPAA COW Disclaimer | Example Security P&P List Security Questions Threat Source List ‘ Inventory Asset List

http://hipaacow.org/resources/hipaa-cow-documents/risk-toolkit/

Risk Mitigation Impl Plan

HIPAA COW is a non-member 501(c)(3) corporation, a not-for-profit charitable organization.
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The Toolkit provides an example HIPAA Security Risk Assessment and documents to support completing a Risk Analysis and Risk Mitigation Implementation Plan.  While it covers a broad spectrum of the requirements under the HIPAA Security Rule and HITECH, it may not cover all measures needed to secure your patients’ electronic protected health information (ePHI).  It is not meant to be construed as a one-size-fits all Toolkit.  The HIPAA Security Rule requires this be completed on an ongoing basis, but does not prescribe how to accomplish this.  The authors of these documents carefully considered and included information that are believed to be of most importance, based on legal requirements, known HIPAA Security incident history, and personal experiences.  With that said, it may include items not required by your organization, exclude items required, and/or items that you need tailor to your organization’s needs. 


e
Performing Ongoing HIPAA Compliance Reviews & Audits

Audit Validation: Security risk analysis of the certified EHR technology was performed
prior to the date of attestation on an annual basis and for the certified EHR technology
used during the EHR reporting period.

PRACTICAL CHECKLIST

v’ Is someone in charge of HIPPA privacy and security
compliance?

v Are privacy and security audits being performed annually?

v Are policies and procedures being updated and added as
needed?
Does regular information security and privacy training
occur?
Are you documenting your ongoing HIPAA audits?
Are you integrating privacy and security compliance into
the overall risk management program?

INFORMATION NEEDED FOR AUDIT
v’ Privacy policies and procedures
v’ Security policies and procedures

v All forms of PHI stored or transmitted both in hard
copy and electronic formats
v" The methods and systems in place to protect PHI

Documentation to support attestation data should be retained for six years post-attestation.
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Documentation to support attestation data for meaningful use objectives and clinical quality measures should be retained for six years post-attestation. Documentation to support payment calculations (such as cost report data) should continue to follow the current documentation retention processes.

Figliozzi and Company is the designated contractor performing audits on behalf of the Centers for Medicare & Medicaid Services (CMS),

Not all certified EHR systems currently track compliance for non-percentage-based meaningful use objectives. These are objectives that typically require a “Yes” attestation in order for a provider to be successful in meeting meaningful use. To validate provider attestation for these objectives, CMS and its contractor may request additional supporting documentation. 

Report that documents the procedures performed during the analysis and the results. Report should be dated prior to the end of the reporting period and should include evidence to support that it was generated for that provider’s system (e.g., identified by National Provider Identifier (NPI), CMS Certification Number (CCN), provider name, practice name, etc.). 


R RRRREEEEEEE—=——————.
10 Myths of Security Risk Analysis

1. The security risk analysis is optional for small providers.
False. All providers who are “covered entities” under HIPAA are required to perform a risk analysis.

2. Simply installing a certified EHR fulfills the security risk analysis MU requirement.
False. Even with a certified EHR, you must perform a full security risk analysis.

3. My EHR vendor took care of everything | need to do about privacy and security.

False. Your EHR vendor may be able to provide information, assistance, and training on the privacy and
security aspects of the EHR product. However, EHR vendors are not responsible for making their products
compliant with HIPAA Privacy and Security Rules.

4. | have to outsource the security risk analysis.
False. It is possible for small practices to do risk analysis themselves using self-help tools.

5. A checklist will suffice for the risk analysis requirement.

False. Checklists can be useful tools, especially when starting a risk analysis, but they fall short of
performing a systematic security risk analysis or documenting that one has been performed.
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1. The security risk analysis is optional for small providers.
False. All providers who are “covered entities” under HIPAA are required to perform a risk analysis. In addition, all providers who want to receive EHR incentive payments must conduct a risk analysis.
2. Simply installing a certified EHR fulfills the security risk analysis MU requirement.
False. Even with a certified EHR, you must perform a full security risk analysis. Security requirements address all electronic protected health information you maintain, not just what is in your EHR.
3. My EHR vendor took care of everything I need to do about privacy and security.
False. Your EHR vendor may be able to provide information, assistance, and training on the privacy and security aspects of the EHR product. However, EHR vendors are not responsible for making their products compliant with HIPAA Privacy and Security Rules. It is solely your responsibility to have a complete risk analysis conducted.
4. I have to outsource the security risk analysis.
False. It is possible for small practices to do risk analysis themselves using self-help tools. However, doing a thorough and professional risk analysis that will stand up to a compliance review will require expert knowledge that could be obtained through services of an experienced outside professional.
5. A checklist will suffice for the risk analysis requirement.
False. Checklists can be useful tools, especially when starting a risk analysis, but they fall short of performing a systematic security risk analysis or documenting that one has been performed.
https://www.healthit.gov/providers-professionals/top-10-myths-security-risk-analysis
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10 Myths of Security Risk Analysis cont’d

6. There is a specific risk analysis method that | must follow.

False. A risk analysis can be performed in countless ways. OCR has issued Guidance on Risk Analysis Requirements of
the Security Rule.

7. My security risk analysis only needs to look at my EHR.
False. Review all electronic devices that store, capture, or modify electronic protected health information.

8. | only need to do a risk analysis once.
False. To comply with HIPAA, you must continue to review, correct or modify, and update security protections.

9. Before | attest for an EHR incentive program, | must fully mitigate all risks.

False. The EHR incentive program requires correcting any deficiencies (identified during the risk analysis) during the
reporting period, as part of its risk management process.

10. Each year, I'll have to completely redo my security risk analysis.

False. Under the Meaningful Use Programs, reviews are required for each EHR reporting period. For EPs, the EHR
reporting period will be 90 days or a full calendar year, depending on the EP’s year of participation in the program.
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6. There is a specific risk analysis method that I must follow.
False. A risk analysis can be performed in countless ways. OCR has issued Guidance on Risk Analysis Requirements of the Security Rule. This guidance assists organizations in identifying and implementing the most effective and appropriate safeguards to secure e-PHI.
7. My security risk analysis only needs to look at my EHR.
False. Review all electronic devices that store, capture, or modify electronic protected health information. Include your EHR hardware and software and devices that can access your EHR data (e.g., your tablet computer, your practice manager’s mobile phone). Remember that copiers also store data. Please see U.S. Department of Health and Human Services (HHS) guidance on remote use.
8. I only need to do a risk analysis once.
False. To comply with HIPAA, you must continue to review, correct or modify, and update security protections. For more on reassessing your security practices, please see the Reassessing Your Security Practice in a Health IT Environment.
9. Before I attest for an EHR incentive program, I must fully mitigate all risks.
False. The EHR incentive program requires correcting any deficiencies (identified during the risk analysis) during the reporting period, as part of its risk management process.
10. Each year, I’ll have to completely redo my security risk analysis.
False. Perform the full security risk analysis as you adopt an EHR. Each year or when changes to your practice or electronic systems occur, review and update the prior analysis for changes in risks. Under the Meaningful Use Programs, reviews are required for each EHR reporting period. For EPs, the 
https://www.healthit.gov/providers-professionals/top-10-myths-security-risk-analysis


Resources

e https://scap.nist.gov/hipaa/

e http://hipaacow.org/resources/hipaa-cow-documents/risk-toolkit/

e https://www.cms.gov/Regulations-and-
Guidance/Legislation/EHRIncentivePrograms/Downloads/2015EP 1Prot
ectPatientHealthinfoObjective.pdf

e Rebecca Herold and Kevin Beaver, “The Practical Guide to HIPAA Privacy
and Security Compliance” 2" Edition, 2015


https://scap.nist.gov/hipaa/
http://hipaacow.org/resources/hipaa-cow-documents/risk-toolkit/
https://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/Downloads/2015EP_1ProtectPatientHealthInfoObjective.pdf
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