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SCOPE:

This policy applies to all DCH employees, agents and contractors that perform duties in conjunction with the access, distribution, dissemination, modification, and management of protected health information.

POLICY:

This policy sets forth the proper procedures for securely shipping physical media that contains protected health information (PHI) outside of DCH, as well as the procedures for receiving such physical media. Adequate controls must be in place to protect physical media containing PHI while in transport to help prevent unauthorized acquisition of or access to this data in the event the physical media on which PHI is stored is lost or stolen.  DCH employees must follow these procedures when shipping and receiving PHI and must file a policy exception request at anytime the procedures outlined herein cannot be followed.
DEFINITIONS:
“Electronic media” means (1) Electronic storage media including memory devices in computers (hard drives) and any removable / transportable digital memory medium, such as magnetic tape or disk, optical disk, or digital memory card; or (2) Transmission media used to exchange information already in electronic storage media. Certain transmissions, including of paper via facsimile, and of voice via telephone, are not considered to be transmissions via electronic media because the information being exchanged did not exist in electronic form before the transmission.

Privacy Policy and Procedure – Page 2
Secure Transport and Recei[pt of Physical Media 
Containing Protected Health Information
“Electronic protected health information” or “E-PHI” means protected health information that is transmitted by electronic media or maintained in electronic media.

 “Individually identifiable health information” means information, including demographic information collected from an individual, that:

(1) Is created or received by a health care provider, health plan, employer, or health care clearinghouse; and

(2) Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and

(i) That identifies the individual; or
(ii) With respect to which there is a reasonable basis to believe the information can be used to identify the individual.

 “Physical Media”  means electronic storage media and tangible material used to store data, including but not limited to tapes (reel, cassette), cartridges, disks, drums, CDs, DVDs, paper, microfilm, and microfiche.

“Protected health information” or “PHI” means individually identifiable health information that is:

(i) Transmitted by electronic media; 

(ii)      Maintained in electronic media; or 
(iii)     Transmitted or maintained in any other form or medium.

“Transport” means physical movement of physical media from its current location to any location, including within or between DCH locations and a DCH vendor.

 “Vendor” means the same as the definition set forth in O.C.G.A. 45-1-6(a)(5), as    well as any person seeking or opposing a certificate of need.

PROCEDURES:
A.
Maintaining an Inventory of Data on Physical Media

Where appropriate, Division heads will designate a point of contact responsible for maintaining physical media inventory.  The physical media inventory must be updated upon the receipt, transport, or disposal of physical media containing PHI.  Additionally, the designated point of contact shall be responsible for periodically verifying the accuracy of the inventory records.
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B.        Procedures for Securely Sending Physical Media out of DCH

Prior to routing physical media containing PHI, DCH employees should:   (1) identify the individual responsible for receipt of the physical media, (2) contact the intended recipient to confirm date/time of transport (e-mail is sufficient), and (3) request written (e-mail is sufficient) confirmation of receipt from recipient.  Where obtaining this information is not possible, employees should document their efforts and the results in the physical media inventory. See Attachment A.  Additionally the inventory should include tracking or other identification number associated with shipment and indicate whether the data media received are placed into storage or returned, destroyed, or data properly erased.
DCH employees should use packaging effectively to help enhance security in transporting physical media containing PHI.  See Attachment B.
C.
Procedures for Securely Receiving Physical Media
Process

Prior to receiving vendor data, the appropriate business unit should work with the vendor to implement secure, electronic methods for transporting data.  If the data cannot be sent securely electronically and the data must be shipped using physical media, vendors must encrypt the PHI on the physical media using at least 128-bit encryption prior to transport, in addition to other reasonable measures as defined in the vendor’s contract.
Inspection

Packages containing physical media that may contain PHI must be inspected for damage by DCH prior to accepting delivery. Delivery must be immediately refused for any packages that are discovered to be damaged.  The damage must be documented by the inspecting DCH employee.  All instances of damage or missing physical media, regardless of when the damage or loss is discovered, must be immediately reported to the Director of Compliance.  If damaged packages are accidentally accepted by a DCH employee, onward delivery must not be performed.

Tracking 

Upon receipt of physical media containing PHI, DCH employees should promptly confirm receipt with sender.  DCH employees must log receipt into the appropriate physical media inventory. In order to ensure the security of the physical media containing PHI the following shall be required:

· Physical media shall not be transported through a major distribution hub (no mass handling or automated sorting)
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· Point to point monitoring shall be required (e.g., signatures designating any change of custody – sender, courier or receiver, bar code scanning, delivery control numbers, logging)
· Materials or items must not be left unattended or in an unsecured vehicle

· Manifests are required and must include shipper, receiver, and driver signatures with delivery time and pick-up

· GPS tracking of physical media with PHI

Access
Designated points of contact within each unit should ensure that:

· Physical media is stored in a locked room or cabinet

· Access to storage areas is limited and restricted to those with a need to carry out their job responsibilities

· Removal of media is recorded, including identification of the handler, purpose, date, time, intended disposition, and expected return date if applicable

D.
Dissemination and Training

This policy will be disseminated to employees and the business units via DCH Intranet.

All vendors who conduct business and transport physical media to and from DCH shall agree to the terms and conditions of this policy. 
The Director of Compliance will provide information to management for training DCH employees on this policy for transporting physical media containing PHI and compliance with relevant privacy and information security laws, regulations, and requirements.

E.
Review, Updates, and Monitoring Compliance

This policy will be reviewed at least annually and updated as appropriate by the Office of General Counsel.  The Office of Inspector General shall be responsible for auditing business functions to ensure compliance with this policy.
F.   Vendor Relationships

Each contract with vendors shall outline DCH’s requirements for the safe handling of information as they apply to storage and transport, including access controls, copying, authentication systems, or encryption.  Vendors will agree and acknowledge that they have the following:

· Media Storage:  Procedures for safe storage of both electronic and print media including requirements for the copying of archived data should that media deteriorate.
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· Media Destruction:  Procedures for securely erasing data from media or physically destroying media, as well as any requirements for securing transport to facilities for erasure or destruction.

· Media Transport:  Information-handling procedures for storage, packaging for internal messenger, packaging for external mail or courier services, shipping tracking, and destruction.

· Audit: Requirements for validating transport and storage controls, data erasure and media destruction methods, and requirements for timing for destruction.

· Incident Management and Escalation: Clear definition around what constitutes “lost media” and the timeline for notifying the Department when an incident has occurred.

Attachment A - Physical Media Inventory for PHI
Attachment B – Packaging Physical Media
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Attachment A - Physical Media Inventory for PHI

Each record listed in the physical media inventory must include:

· Origin of data


-designated DCH owner of the physical media


-technical contact of data creation

· Destination (location to which the physical media will be transported or received)

· Frequency of transport (e.g., daily, weekly, monthly, periodic)
· Physical media type

· Approximate number of records contained in the physical media

· Data type (e.g. “public information”; “PHI”)

· Encryption, if not public information (e.g., give password or specify other means)

· Number of items typically included in the shipment

· Size of data on media (e.g., 100 MB, 3 GB)

· Data protections in place to help protect the physical media from loss, theft, or unauthorized disclosure

· Description of shipping method and level of service

· Risk (e.g., no impact, minor, significant, tangible, serious, grave)

The physical media inventory must be updated upon the receipt, transport, or disposal of physical media.
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Attachment B - Packaging Physical Media

DCH employees and vendors should enhance the security in transporting physical media, especially when the media contains PHI. 

Envelopes shall not be utilized to ship physical media containing PHI.  Metal containers with a locking mechanism should be used.  If metal containers are not available or are not practical for shipments, DCH employees and vendors may use hard cardboard boxes that comply with the following parameters:
· Prior to packaging, duplicate the media and securely store the duplicate so that it may be promptly identified, located and used as needed, in the event of a loss
· Secure the data on the media through encryption, such as a strong password, or other technological means

· Double box the package, i.e., place the inner container in a new, outer corrugated cardboard box 
· Tape with 2” pressure sensitive shipping tape

· Reinforce the box at four corner points and place tape across box

· Lock or seal containers before leaving secure premises

· Enclose the physical media in tamper-resistant / tamper-evident wrap

· Do not mark the outside of the box with information pertaining to its contents or classification

· Shipments should be addressed clearly to a specific recipient by name, using business address.
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