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GEORGIA HEALTH INFORMATION EXCHANGE PILOT PROGRAM
PROGRAM DESCRIPTION AND REQUIREMENTS
	I.
PURPOSE
	Applications of health information technology that have attracted growing interest in Georgia include improving access to information about the cost and quality of healthcare services (transparency) and  enabling healthcare providers from multiple locations or institutions to share and access essential information from patients’ electronic medical records (health information exchange, HIE). 
This announcement aims to foster HIE development and implementation in Georgia by funding 2-3 pilot programs for a) planning projects that set the stage for future HIE development by establishing e-prescribing or electronic medical record programs and b) projects that support active or proposed HIE implementations.
The Georgia Department of Community Health (DCH or Department) seeks to identify and support qualified healthcare organizations that are poised to make significant financial investments to establish these health information exchange pilot programs. Projects must be scalable and replicable to other parts of the state and other patient populations.

The funds for this Request for Grant (RFG) will be awarded in the form of matching grants and are not intended to exceed $300,000 for each project proposal. Cash funds will be given from the State to support a percentage of the cost of the eligible project with the remaining funds provided by the grant recipient. 

The successful applicants must be able to meet the aggressive timeline and be able to report significant results by November 1, 2008.


	II.
BACKGROUND

A.  Overview of 
the Department of          
Community Health 
and the Health 
Information 
Technology and 
Transparency 
(HITT) Advisory 
Board 

	The Georgia Department of Community Health (DCH or Department) was created in 1999 by Senate Bill 241 with the responsibility for insuring over two million people in the State of Georgia to maximize the State’s healthcare purchasing power, to coordinate health planning for State agencies and to propose cost-effective solutions to reducing the number of uninsured.  
This announcement is issued by the Georgia Department of Community Health and is based on recommendations from the Georgia Health Information Technology and Transparency (HITT) Advisory Board (the Board). The HITT Advisory Board was established under an Executive Order issued by Governor Purdue in October 2006, with the goal of promoting both healthcare information transparency and health information exchange in Georgia.  
Recognizing that health information exchange depends on the use of effective, user-friendly health information technology in the patient care environment, the Executive Order also charged the Board with fostering the development of e-prescribing capabilities and electronic medical record systems in Georgia. Regarding the aim of supporting HIE development, the Board was charged with developing a statewide vision for the adoption of interoperable health information technology to enable:

· Improved patient safety

· Improved quality of care 

· Improved clinical and administrative efficiency

· Improved detection of epidemic threats, both natural and man-made 
· Cost savings
· Healthcare consumer empowerment through improved access to their personal health information 
· Adaptable disaster preparedness systems
· Advancements in public health and medical research 



	
B.  Magnitude of 
the Transformation


	The work of the HITT Advisory Board will be the catalyst for statewide health information technology transformation. The successful Applicant(s)’s proposed model must clearly articulate, in detail, how the “seed money” investment will be used and how the investment will lead to long-term sustainability of the funded program. This investment is not intended as a long-term source of funding. Applicants must have a plan for operationally and financially sustaining the program. 

	III.
ELIGIBILITY 
REQUIREMENTS

A.  Eligible Project 
      Types
	In order to achieve the statewide vision for HIE implementation and benefits in Georgia, this funding program will support pilot projects in either of two potential categories: 

1. Planning - Projects that will create a technical environment conducive to eventual development of HIE, including pilot systems for implementing e-prescribing or electronic medical record systems. Projects should support the interoperable exchange of patient-level clinical health information among providers in different locations, institutions, or service categories (i.e. physician, hospital, pharmacy, lab, nursing home, home health, payor, health plans, etc.).  
2. Implementation - Projects that involve the direct implementation of HIE systems, including the interoperable exchange of patient-level clinical health information among providers in different locations, institutions, or service categories (i.e. physician, hospital, pharmacy, lab, nursing home, home health, payor, health plans, etc.).  
Proposals for systems that involve exchange of such information within different parts of a single corporate entity may not be considered for funding; rather, the proposals must address planning or implementation of exchange between or among 2 or more providers or institutions in separate corporate entities or agencies. 

Applicants for funding must document the need for external support to plan and implement these utilities and demonstrate that they would not otherwise have the capacity. For example, this may include projects that facilitate the use of e-prescribing or electronic health records to address the needs of specific populations such as the uninsured, under-insured, Medicaid eligible, or safety net providers. 

All applicants must document their intent to adhere to national health information technology standards as one approach to assuring interoperability, including: 

· Use of standards-based clinical health information systems as defined and recommended by the Healthcare Information Technology Standards Panel (HITSP) 

· Use of clinical health information systems certified by the Certification Commission for Healthcare Information Technology (CCHIT)
· Use of clinical health information systems that incorporate the functional requirements as defined by the Office of the National Coordinator and the American Health Information Community

	
B.   Eligible 

      Applicants
	Eligible applicants will be responsible for ensuring that the Georgia HITT Project Criteria are addressed and funds are used to achieve the criteria and the applicant’s project objectives. Applicants must operate within the state of Georgia. 
Eligible applicants include the following:
· Healthcare providers or groups of healthcare providers from different corporate entities or agencies that operate within the state of Georgia and have agreed to collaborate on the exchange of health information within the state

· Healthcare providers  that are implementing or planning to implement electronic medical record technology

· Healthcare providers that are implementing or planning to implement e-prescribing technology


	C. Eligible 
          

     Organization                

     Types
	Eligible organizations include a comprehensive list of healthcare professionals:
1. Hospitals

2. Physicians

3. Primary Care Practitioners 
4. Secondary and Tertiary Providers

5. Long Term Care

6. County Health Departments or Public Health Districts
7. Federally Qualified Health Centers

8. Rural Health Centers

9. Rural Health Networks
10. Health Plans

11. Pharmacies

12. Clinical Laboratories

13. Diagnostic Testing Centers

14. Payors, public and private


	3.   APPLICATION REQUIREMENTS

A. Organizational  Structure
	Applicant’s proposal must:

1. Identify the collaborators and the type of facility, agency, or organization they represent. 

2. Explain the role of each collaborator in the project. Examples of the roles include project staff, Health Plan and Type (HMO, PPO, Medicare, Medicaid, etc.), Health Provider (Physician, Physician Group, Hospital, Skilled Nursing Facility, Home Health, Lab, etc.), Public Health, vendor, consultant, other business entity. 

3. Describe how the project will support health information exchange among two or more organizations and the sharing of health information for purposes of improving patient care and public health. 


	
B.  Financial  
Requirements
	Applicant’s proposal must demonstrate financial viability and sustainability: 
1. Applicant’s most current audited financial statement must be included and must be no older than 2 years. Audited financial statements must not have any substantial findings or outstanding issues. 
2. For organizations that have been operational for less than one year, bank records demonstrating financial status must be included.


	C.  Service Requirements
	Applicants must demonstrate how their proposal would support achievement of the following HITT objectives:
1. Move groups of health professionals towards use of an interoperable, integrated health record that enables improvements in both the quality and safety of healthcare. 
2. Leverage existing technical infrastructure where appropriate.
3. Adhere to existing national health information technology standards. Information on national health information technology standards can be found at: http://www.hhs.gov/healthit/.
4. Respect patients' privacy and confidentiality and protect the security of personal health information.
5. Enhance coordination of care by enabling healthcare providers access to appropriate clinical records as needed for clinical decision making.

6. Demonstrate how Applicant proposes to sustain the use of the proposed health information technology as part of the delivery of healthcare services in their local communities.
7. Improve the efficiency of healthcare delivery processes such as clinical turn- around- times and information processing and availability times.

8. Be scalable and replicable to other parts of the state and other patient populations.
9. Identify data requirements for quality assurance monitoring, population health monitoring in collaboration with the state or district public health departments, epidemiologic and health services research, and business intelligence to enable the availability of timely and standardized information required to:

a. Monitor adverse events associated with healthcare.
b. Identify effective treatments or treatment strategies.
c. Improve the quality and efficiency of healthcare services.
d. Monitor population health and protect public health.
e. Assure redundancy backup systems to demonstrate business continuity and recovery preparedness capabilities.


	D. Privacy and

Confidentiality Requirements
	Applicant’s proposal must demonstrate how they will:

1. Inspire public, patient, and provider confidence and trust in the system to protect the privacy and confidentiality of those whose personal health information is collected, stored, or transmitted by the system. This should include policies and procedures, addressing administrative, physical, and technical safeguards, that demonstrate best practices in privacy and confidentiality protection and that meet or exceed the standards of the HIPAA Privacy Rule and Georgia law.  
2. Address privacy principles such as:
a. Openness and transparency:  Openness about development, procedures, policies, technology, and practices with respect to the treatment of personal health information. Participants (patients or clients whose personal health information is included in the system) should be able to know or learn what elements of their personal health are included in the system, how the information is or will be used, and what reasonable controls they have over their information.
b. Limited and specific purpose:  Data use must be limited to the minimum necessary to accomplish specific purposes.
c. Collection limitation:  Personal data should be obtained only by fair and lawful means and with authorization of the individual.

d. Consumer participation and control:  Every consumer participant (or legal administrator) should retain the right to receive, in a timely manner, information regarding who has that individual’s health information and what specific information the party has obtained. Consumer participants (or legal administrator) have the right to revoke authorization and prevent future disclosure.
e. Accountability and oversight:  Permit oversight and provide for prompt and thorough investigation of any breaches of privacy, confidentiality, or security procedures. Mitigate damages for unauthorized use and/or disclosure, and implement prompt remediation. 
f. Remedies:  Describe how appropriate sanctions for unauthorized use or disclosure will be developed and applied.
g. Documentation: Document administrative access and user password security levels.
3. Address the appropriate uses of data for research and legally authorized public health purposes.  

4. Allow for established public health activities as provided by current law, including HIPAA privacy rule exemptions.

5. Allow all notices and disclosures sent to individuals including the initial disclosure form and revocation of authorization form, to be written in plain language that address health literacy and English as a Second Language (ESL) concerns for the individual. 



	E.  Technical   

         Requirements


	In addition to supporting the above requirements, Applicant’s proposed use of health information technology must have the ability to:

1. Allow participating healthcare providers access to clinically relevant information about their patients. 

2. Provide point-of-service access to relevant health information. 

3. Be consistent with the national health IT direction and initiatives, as recommended by the Georgia HITT Advisory Board.  Technology should adhere to existing and developing national and state data interoperability standards and communication technology industry standards (e.g., HL7, CCHIT, etc.). Information on national health information technology standards can be found at: http://www.hhs.gov/healthit/.
4. Comply with federal and state privacy and security standards as necessary to protect health information.
5. Ensure accuracy, validity, and timeliness of information including accurate and proper patient identification. 
6. Monitor and measure systems performance (e.g., availability, response time, downtime/reliability). 
7. Provide a foundation to enable future expansion, scalability, and connectivity to a statewide or community-wide health information network. 
8. Leverage existing technical infrastructure where appropriate.

9. Support disaster recovery and business continuity.



	F.  Measurements 


       of Success
	Applicant’s proposal should:

1. Describe the metrics used to measure success of the project based on expected results including Return on Investment (ROI), qualitative and operational benefits, system and user adoption rates, project milestones, and health benefits. 
2. Describe how the project might be replicated in:
a. Other geographical areas of the state.
b. Other unique populations with healthcare needs.
c. Outline cost projections for such implementations.
3. Describe key elements supporting or barriers to statewide               replication, including scalability, business model, and other factors limiting or improving the likelihood of successful replication.
4. Describe the population(s) to be served by the project and the anticipated benefits to each population.
5. In addition to direct healthcare benefits, describe how the project will advance public health in accord with the American Health Information Community "use cases" for health information technology (see: http://www.hhs.gov/healthit/), including  proposed functions or activities advanced by interactions between the HIE and the local public health district(s) in the participating area(s). Attach documentation of collaboration with local public health districts and/or the state's Division of Public Health if available. For a map of the state's 18 public health districts and contact information for the corresponding district Health Officers see: http://health.state.ga.us/ and select "Counties and Districts"). 



	V.    SPECIAL     

         CONSIDERATIONS
	Special considerations will be given to projects that: 

1. Address populations, at least initially, most at risk for adverse health outcomes, such as the aged, disabled, chronically ill, or other vulnerable groups as defined by United States Department of Health and Human Services (HHS) and DCH.
2. Provide innovative approaches or effective strategies to protect privacy and confidentiality.
3. Enable or facilitate patient access to personal health information and to information needed to make informed decisions based on safety, quality, and cost.
4. Provide a foundation for future public health data reporting that enables monitoring of adverse events and population health and protect public health (e.g., biohazards).

5. Encourage and support use of evidence-based medicine in         the clinical decision process to improve the use of available knowledge about optimal approaches to patient care. 



	VI.
PROGRAM      
REQUIREMENTS


	The overarching goal must be to facilitate adoption of health information exchange, electronic medical records, and electronic prescribing, for the purpose of improving healthcare and public health. 

An Applicants’ Conference will be held on August 15, 2007. The location and time will be announced later. Attendance is optional.
All Applicants are required to:

1. Submit a Letter of Intent to Apply. Letter of Intent to Apply must be received by DCH no later than 4:00 PM, EST. on August 31, 2007. A sample Letter of Intent to Apply providing the required content is attached. (See Appendix H).

2. Submit a completed application. The completed application must be received by DCH no later than 4:00 P.M, EST on September 28, 2007 and must meet all threshold requirements identified below:
a. The application is from an eligible applicant.
b. The application contains information about collaborations, partnerships and services.
c. The proposed uses of funds are for eligible activities as listed in Section II.C. of this RFG.
3. The project proposal must:
a. Demonstrate support from stakeholders and a well-organized oversight structure.
b. Include patient care objectives and an approach to measuring the project's impact on patient care.
c. The project staff must be qualified and demonstrate sufficient time commitment to achieve project objectives. 
d. The project budget and timeline must be realistic and sufficient for the project. 
e. Illustrate the potential for achieving a Return on Investment through the implementation of an HIE, e-prescribing, or electronic medical record system.


	A.  Deliverables


	The following deliverables are associated with this grant opportunity and must be provided:

1. Monthly narrative status reports and invoices due on the 10th calendar day following the end or each month.
2. Provide an oral update on progress, enablers and barriers to progress, and lessons learned to date every 3-6 months to the Georgia HITT Advisory Board or as requested by the Board. 
3. Final Program Report due thirty (30) calendar days after the end of the contract period. 
4. Copies of the formalized written agreements due ninety (90) calendar days from the Notice of Award.
5. Business model or plan which describes the legal, financial, and governance structure of the project organization. Due at application for existing entities or within 30 days if a new program. 
6. Financial and Operational Feasibility and Sustainability Plan which describes the long-term sustainability. Due at application. 
7. Evaluation Plan to illustrate project success and Return on Investment due November 1, 2008. 
8. Communication Plans and plans for promotion of the project to significant public stakeholders including patients, providers, employers, and payors. Due at application.
9. Copies of documentation to illustrate the contractual relationships of each collaborator relative to each other and the project. Due at application. 
10. Copies of signed letters of support and commitment from each collaborator entity, including the public health collaborator. Letters of collaborations should also specify levels of matching funding. Due at application. 

	VII.
FUNDING   

 
	The funds for this RFG will be awarded in the form of matching grants and are not intended to exceed $300,000 for each project proposal. Cash funds will be given from the State to support a percentage of the cost of the eligible project with the remaining funds provided by the grant recipient. 

Applicants are required to provide a cash, in-kind, or combination of cash and in-kind funding match that equals or exceeds the amount of grant funding requested.  

The match can be cash specifically identified from applicant’s current budget. For example, a designated staff person’s salary may be put towards the cash match. Likewise, overhead expenses related to the project (i.e. materials) may be used to cover the match.

Direct administrative costs for conducting activities are considered allowable expenditures. Indirect administrative charges or overhead are not considered allowable expenditures. The value of in-kind and donated services should reflect typical fair market value. Funds expended or services and materials donated prior to the completed signing of the grant award agreement will not be credited to grant award. 

Grant funds may not be used for capital improvements including remodeling, building expansion, new construction, or any other building project.  On a limited basis, funds may be used for the sole purpose of costs associated with the installation of equipment necessary for the implementation of the proposed project.

Funding Cycle:  November 1, 2007 to June 30, 2008. Future renewal options will be dependent upon funding.



	VIII.
APPLICATION 
SUBMISSION 
DEADLINE 

	The Application must be received by DCH no later than 4:00 PM., EST on or before September 28, 2007. 


	IX.
QUESTION 
SUBMISSION 
DEADLINE
	Questions must be submitted by August 20, 2007 in writing via e-mail or United States Postal Services to the following address:

Cordellia Vanover, Grants Administrator

Georgia Department of Community Health

Vendor and Grant Management, 35th Floor

Atlanta, GA 30303-3159

Tel: (404) 651-6917

E-mail:  cvanover@dch.ga.gov
Answers to questions will be posted by August 27, 2007 at  www.dch.ga.gov. 


GEORGIA HEALTH INFORMATION EXCHANGE PILOT PROGRAM
1.0 APPLICATION SUBMITTAL
An original and two (2) copies and five (5) CDs of the Grant Application must be received by DCH no later than 4:00 PM, EST on September 28, 2007 to:

Mailing Address:

Cordellia Vanover, Grants Administrator
Georgia Department of Community Health

Vendor and Grant Management, 

2 Peachtree Street, NW, 35th Floor

Atlanta, GA 30303-3159

Tel: (404) 651-6917

E- mail:  cvanover@dch.ga.gov 
2.0 APPLICATION FORMAT
Please follow the outline provided in the “application content” section. Page format preference include:  one (1) inch margins, page numbers, and name of applicant on each narrative page (not necessary on form pages or supporting documents). Applications should be submitted in Microsoft Word, single-sided, single-spaced, using no smaller than 12-point font. 
3.0 APPLICATION CONTENT
The following outline and instructions should be used to prepare the grant application. Proposals must be typewritten and follow the order and format provided below. Submit a concise application narrative describing your project. 
Required Forms (Appendices A,B,C,D,E,F,G,H,I,J,K,L,M,N,O)
A. Grant Application Form
B. Collaboration Composition/Point of Contact 
C. Statement of Ethics
D. Ethics in Procurement Policy 
E. Business Associate Agreement
F. Project Budget
G. Biographical Sketch
H. Sample Letter of Intent
I. Drug-Free Workplace Certification

J. Certification Regarding Debarment, Suspension, Proposed Debarment and      Other Responsibility Matters
K. Non-profit Organization Disclosure Form
L. Confidentiality Statement for Safeguarding Information
M. Vendor Lobbyist Disclosure and Registration Certification Form
N. Georgia Security and Immigration Form 

O. Vendor Self Assessment Tool

4.0
PROJECT DESCRIPTION (NOT TO EXCEED TEN (10) TYPEWRITTEN 
PAGES)
A.
Project Summary – provide a clear, concise, one-page, single spaced summary of the proposed project (not included in page limit).
B.
Project Statement – provide a statement about the development of the health information exchange project and the health system’s vision, mission and strategic commitment to develop programs systemically that support interoperable health exchange in clinical settings. Include the project focus and type of project. 
Project Focus includes:
1.
Interoperable Clinical Health Information Exchange

2.
Electronic Medical Record with Clinical Decision Tools
3.
e-Prescribing
Project types include:

1.
Planning only

2.
Planning and implementation

3.
Implementation only 
C.
Project Organization - provide a description of the project organization including a  brief description of partners in the collaboration, a brief description of the regional or multi-county service area, and a brief description of any prior collaborative experience among the members.
D.
Project Scope-
1. Include a description of the current environment from an operations and technical perspective.

2. Describe the approach the project will take including the anticipated changes that will occur as a result of the project. 

3. Describe how the project will fit into the existing technical infrastructure. For example: varying data types, current models for e-prescribing, EMR and other healthcare information technology in place.
4.
Describe the project goals and objectives and project management methodology for accomplishing each objective.   
5.
Include a description of how the project will lead stakeholders toward the vision of statewide Health Information Exchange. If the project type checked above involves "e-Prescribing," "Electronic Medical Record," or "Other HIT" describe how the project outcome is anticipated to advance development of "Interoperable Clinical Health Information Exchange." This should involve more than a statement that developing an e-prescribing or electronic medical record system will later enable health information exchange development.  Rather, planning or implementing an e-prescribing or electronic medical record system should include explicit planning for eventual participation in a health information exchange.
E.
Project Management Approach – provide detailed description of how the scope of work will be accomplished including tasks, resources, duration, deployment, and dependencies.
1.
Timeline – provide a timeline for the grant period under which activities and objectives will be accomplished.
2.
Status and Dashboard Reports - provide a copy of the status and dashboard reports used for reporting current progress of the project.
3.
Project Risk Assessment and Risk Management - provide a detailed description of the process used to assess, quantify, and respond to risks associated with the project.
4.
Evaluation – describe a process for documenting results of this project, including whether or not project objectives have been met.

F.
Staff Qualifications – briefly describe qualifications of key staff who will be involved in the project.
G.
Project Implementation
1. Systems Requirements - describe or provide a copy of functional, user, system, interfaces, and technical requirements documents used for planning and implementation purposes.
2. Test Plans - provide a copy of or describe details about system testing and expected results of testing.
3. User Training Plans - describe or provide documentation that includes information about the tools, attendees, and methods for training users. 

4. Support Plans - describe or provide documentation which include details on ongoing user and system support with provisions for system upgrades.
5.0
BUDGET AND JUSTIFICATION (NOT TO EXCEED THREE (3) 
TYPEWRITTEN PAGES)
A. Project Budget (Appendix F) - Categorize your proposed expenses on the budget form provided.  
B. Budget Justification - For each of the cost items on the budget form, for which grant funds are requested, provide rationale and details relative to how the budgeted cost items were calculated.  This concise narrative should be labeled “Budget Justification” and attached to the budget form.

1. Salaries and Fringe – For each proposed position to be paid from this project grant, provide the position title, total salary, and fringe benefits.  Include a description of the activities of each position as it relates to the project including the percent of time to be spent on project activities and the amount of salary to be funded by the project budget.
2. Contracted Services – For each contract, provide the name of the contractor, components or services to be provided by the contractor, and cost per service, client or unit.  If a subcontractor has been chosen, please include background information about that subcontractor including how the subcontractor’s previous experience relates to the project.  The Georgia Department of Community Health must approve all contractors prior to beginning work.
3. Equipment – Include a detailed description of the proposed equipment and/or capital improvements as they relate to the completion of the project. If possible, provide itemized costs.
4. Other – Whenever possible, include proposed expenditures in the categories listed above. If it is necessary to include expenditures in this general category, include a detailed description of the activities as it relates to the project. If possible, include a separate line item budget and budget narrative.

6.0
ATTACHMENTS 
In addition to required documentation and forms, evidence of community support, collaboration and coordination for the proposed project, maps, graphs as well as any additional information relevant to the application may be attached. 

7.0
EVALUATION 
All applications will first be reviewed to ensure submission requirements are met. Eligible applications will then be evaluated on a competitive basis for quality and completeness by a review panel consisting of DCH staff supported by HITT Advisory Board members, and approved subject matter experts. 
Applications will be evaluated based on the following criteria:
	Requirements
	Description

	Organizational assets and stakeholder inclusiveness
	Must have active support from key stakeholders and a well-organized oversight structure.



	Project impact on patient care and public health
	Must include patient care objectives and approach measuring impact on patient care and public health and possess the potential for replication of the project statewide.



	Qualifications of project staff
	Must have qualified and dedicated staff with sufficient hours assigned to project work.



	Reasonable Budget 
	Must have matching money sufficient to start and maintain project and set realistic objectives.



	Project plan and sustainability
	Must clearly describe project objectives, the approach to achieve each objective, and how project objectives will lead to or support sustainable health information exchange operations. 



	Privacy and Confidentiality
	Must meet or exceed the standards of the HIPAA Privacy Rule and Georgia law.


	Technical 
	Proposed technology must be consistent with national health information technology standards.



Grant awards are at the sole discretion of the Commissioner of the Georgia Department of Community Health. Decisions made by the Georgia Department of Community Health regarding an application are final.
APPENDIX A
Georgia’s Health Information Exchange Pilot Program

GRANT APPLICATION FORM
1. Applicant Organization (with which grant contract is to be executed)
Legal Name_____________________________________________________________
Address________________________________________________________________
Phone (____)_______________________ E-mail_______________________________
Federal ID # ______________________State Tax ID # _________________________
2. Director of Applicant Organization_________________________________________
3. Fiscal Management Officer of Applicant Organization
Name/Title______________________________________________________________
Address________________________________________________________________
Address________________________________________________________________

Phone (___)___________________Email_____________________________________
4. Operating Organization (if different from number 1)

Name/Title______________________________________________________________

Address________________________________________________________________

Phone (___)___________________Email_____________________________________

5. Contact Person for Operating Organization (if different from number 2)

Name/Title______________________________________________________________

Address________________________________________________________________

Phone (___)___________________Email_____________________________________

6. Contact Person for Further Information on Application (if different from # 5)

Name/Title______________________________________________________________

Address________________________________________________________________

Phone (___)___________________Email_____________________________________

7. Amount Requested_______________________________________________________
8. Type of Organization (check all that apply):
  

Hospital _____
 


Clinic _____ 
Physician ____       



Primary Care Provider _______
Governmental Entity_____       

Non- Profit ______         
Faith Community ______        

Consortia of these ______

9. I certify that the information contained herein is true and accurate to the best of my knowledge and that I submit this application on behalf of the applicant organization.
	Signature


	Title
	Date


Signature page:  Exhibit A Grant Application Form
APPENDIX B
Georgia’s Health Information Exchange Pilot Program
COLLABORATION COMPOSITION/POINT OF CONTACT 



        TODAY’S DATE ___/___/___

	Name
	Position and Organization
	Occupation/ Expertise
	Address
	Email Address
	Phone Number

	 
	 
	 
	 
	
	 

	 
	 
	 
	 
	
	 

	 
	 
	 
	 
	
	 

	 
	 
	 
	 
	
	 

	 
	 
	 
	 
	
	 

	
	
	
	
	
	

	 
	 
	 
	 
	
	 

	 
	 
	 
	 
	
	 

	 
	 
	 
	 
	
	 


Appendix C
STATEMENT OF ETHICS 
Preamble

The Department of Community Health has embraced a mission to improve the health of all Georgians through health benefits, systems development, and education.  In accomplishing this mission, DCH employees must work diligently and conscientiously to support the goals of improving health care delivery and health outcomes of the people we serve, empowering health care consumers to make the best decisions about their health and health care coverage, and ensuring the stability and continued availability of health care programs for the future.  Ultimately, the mission and goals of the organization hinge on each employee’s commitment to strong business and personal ethics.  This Statement of Ethics requires that each employee:

· Promote fairness, equality, and impartiality in providing services to clients

· Safeguard and protect the privacy and confidentiality of clients’ health information, in keeping with the public trust and mandates of law
· Treat clients and co-workers with respect, compassion, and dignity

· Demonstrate diligence, competence, and integrity in the performance of assigned duties

· Commit to the fulfillment of the organizational mission, goals, and objectives

· Be responsible for employee conduct and report ethics violations to the Ethics Officer

· Engage in carrying out DCH’s mission in a professional manner
· Foster an environment that motivates DCH employees and vendors to comply with the Statement of Ethics

· Comply with the Code of Ethics set forth in O.C.G.A. Section 45-10-1 et seq.
Not only should DCH employees comply with this Statement of Ethics, but DCH expects that each vendor, contractor, and subcontractor will abide by the same requirements and guidelines delineated.  Moreover, it is important that employees and members of any advisory committee or commission of DCH acknowledge the Statement of Ethics.

Ethical Guidelines

1.
Code of Conduct

All employees of DCH are expected to maintain and exercise at all times the highest moral and ethical standards in carrying out their responsibilities and functions.  Employees must conduct themselves in a manner that prevents all forms of impropriety, including placement of self-interest above public interest, partiality, prejudice, threats, favoritism and undue influence.   There will be no reprisal or retaliation against any employee for questioning or reporting possible ethical issues.

2.
Equal Employment

The Department is committed to maintaining a diverse workforce and embraces a personnel management program which affords equal opportunities for employment and advancement based on objective criteria. DCH will provide recruitment, hiring, training, promotion, and other conditions of employment without regard to race, color, age, sex, religion, disability, nationality, origin, pregnancy, or other protected bases.  The Department expects employees to support its commitment to equal employment. The failure of any employee to comply with the equal employment requirements provided in DCH Policy #21 may result in disciplinary action, up to and including termination. 

3.
Harassment

DCH will foster a work environment free of harassment and will not tolerate harassment based on sex (with or without sexual conduct), race, color, religion, national origin, age, disability, protected activity (i.e., opposition to prohibited discrimination or participation in a complaint process) or other protected bases from anyone in the workplace: supervisors, co-workers, or vendors.  The Department strongly urges employees to report to the Human Resources Section any incident in which he or she is subject to harassment.  Additionally, any employee who witnesses another employee being subjected to harassment should report the incident to the Human Resources Section.  If DCH determines that an employee has engaged in harassment, the employee shall be subject to disciplinary action, up to and including termination, depending on the severity of the offense.
4.
Appropriate Use of DCH Property

Employees should only use DCH property and facilities for DCH business and not for any type of personal gain.  The use of DCH property and facilities, other than that prescribed by departmental policy, is not allowed. Furthermore, the use of DCH property and facilities for any purpose which is unlawful under the laws of the United States, or any state thereof, is strictly prohibited.  Employees who divert state property or resources for personal gain will be required to reimburse the Department and will be subject to the appropriate disciplinary action, up to and including, termination.

5.
Secure Workplace

DCH is committed to maintaining a safe, healthy work environment for its employees.  Accordingly, it is DCH’s expectation that employees refrain from being under the influence of alcohol or drugs in the workplace because such conduct poses a threat to the employee, as well as others present in the workplace.  Additionally, DCH has a zero tolerance policy regarding violence in the workplace.  Specifically, DCH will not condone the threat of, or actual assault or attack upon, a client, vendor, or other employee.  If an employee engages in violent behavior which results in an assault of another person, he or she will be immediately terminated.
6.
Political Activities

Although the DCH recognizes that employees may have an interest in participating in political activities and desires to preserve employees’ rights in participating in the political process, employees must be aware of certain allowances and prohibitions associated with particular political activities.  DCH encourages employees to familiarize themselves with DCH Policy #416 to gain understanding about those instances when a political activity is disallowed and/or approval of such activity is warranted.

7.
Confidentiality
DCH has a dual mandate in terms of confidentiality and privacy.  Foremost, as a state agency, DCH must comply with the Georgia Open Records Act and Open Meetings Act.  The general rule that is captured by those laws is that all business of the agency is open to the public view upon request.  The exceptions to the general rule are found in various federal and state laws.  In order to protect the individuals’ health information that is vital to the delivery of and payment for health care services, DCH sets high standards of staff conduct related to confidentiality and privacy.  Those standards are reinforced through continuous workforce training, vendor contract provisions, policies and procedures, and web-based resources.

8.
Conflicts of Interest

Employees should always strive to avoid situations which constitute a conflict of interest or lend to the perception that a conflict of interest exists.  Specifically, employees must avoid engaging in any business with the DCH which results in personal financial gain.  Similarly, employees must encourage family members to avoid similar transactions since they are subject to the same restrictions as employees.  DCH encourages its employees to seek guidance from the Office of General Counsel regarding questions on conflicts of interest.
9.
Gifts

Employees are strictly prohibited from individually accepting gifts from any person with whom the employee interacts on official state business.  Gifts include, but are not limited to, money, services, loans, travel, meals, charitable donations, refreshments, hospitality, promises, discounts or forbearance that are not generally available to members of the public. Any such item received must be returned to the sender with an explanation of DCH’s Ethics Policy.

10.
Relationships with Vendors and Lobbyists

DCH values vendors who possess high business ethics and a strong commitment to quality and value. Business success can only be achieved when those involved behave honestly and responsibly.  Therefore, it is critical that employees ensure that vendors contracting with DCH are fully informed of DCH policies concerning their relationships with DCH employees and that these policies be uniformly applied to all vendors. Among other requirements, DCH expects that each vendor will honor the terms and conditions of its contracts and agreements.  If DCH determines that a vendor has violated the terms and conditions of a contract or agreement, the vendor shall be held responsible for its actions.

Employees must ensure that fair and open competition exists in all procurement  activities and contracting relationships in order to avoid the appearance of and prevent the opportunity for favoritism.  DCH strives to inspire public confidence that contracts are awarded equitably and economically. DCH will apply the state procurement rules, guidelines, and policies.  Open and competitive bidding and contracting will be the rule.

DCH recognizes that lobbyists, both regulatory and legislative, may from time to time seek to meet with DCH employees to advance a particular interest. DCH recognizes that employees may have personal opinions, even those that may be contrary to a position that DCH has adopted.  DCH employees, however, must recognize that the public, including legislators and lobbyists, may have difficulty differentiating between the official DCH position and a personal opinion.  Accordingly, employees should always work directly with the Director of Legislative Affairs in preparing any responses to requests or questions from elected officials and their staff or lobbyists.  

ACKNOWLEDGEMENT

I, the undersigned, hereby acknowledge that:

A. I have received, read, and understand the Georgia Department of Community Health’s Statement of Ethics;

B. I agree to comply with each provision of the Georgia Department of Community Health’s Statement of Ethics;

C. I am a (please check which applies): 


(  )
Contractor

(  )
Subcontractor
(  )
Vendor

COMPANY NAME
____________________________________

_____________________

Authorized Signature






Date

____________________________________



Print Name







______________________________






 AFFIX CORPORATE SEAL HERE








(Corporations without a seal, attach a 







Certificate of Corporate Resolution)

ATTEST:  ________________________________________
 _________________


      SIGNATURE





            Date

     ______________________________________


      TITLE

*  Must be President, Vice President, CEO or Other Authorized Officer

**Must be Corporate Secretary
Signature page:  Exhibit C Business Associate Agreement
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I. THE COMMITMENT

The Department is committed to a procurement process that fosters fair and open competition, is conducted under the highest ethical standards, is fully compliant with all instruments of governance and has the complete confidence and trust of the public it serves. To achieve these important public purposes, it is critical that potential and current vendors, as well as employees, have a clear understanding of, and an appreciation for, the DCH Ethics in Procurement Policy (the “Policy”).

II. SCOPE


This Policy is applicable to all Vendors and Employees, as those terms are defined below.

III. CONSIDERATIONS


Procurement ethics must include, but is not limited to, the following considerations:

A. Legitimate Business Needs

The procurement of goods and services will be limited to those necessary to

accomplish the mission, goals, and objectives of the Department.

B. Conflicts of Interest

A “conflict of interest” exists when personal interest interferes in any way with the interests of the Department. A conflict situation can arise when an individual takes actions or has interests that may make it difficult to perform his or her work objectively and effectively. Conflicts of interest also arise when an individual, or a member of his or her Immediate Family, receives improper personal benefits as a result of his or her action, decision, or disclosure of Confidential Information in a Procurement.

C. Appearance of Impropriety

Employees must take care to avoid any appearance of impropriety and must disclose to their supervisors any material transaction or relationship that reasonably could be expected to give rise to a conflict of interest.   Similarly, anyone engaged in a business relationship with the Department should avoid any appearances of impropriety.

D. Influence

An impartial, arms' length relationship will be maintained with anyone seeking to influence the outcome of a Procurement.

E. Gifts

DCH Employees are prohibited from soliciting, demanding, accepting, or agreeing to accept Gifts from a Vendor. 

F. Misrepresentations

Employees and Vendors may not knowingly falsify, conceal or misrepresent material facts concerning a Procurement.

G. Insufficient Authorization

Employees may not obligate the Department without having received prior authorization from an approved official.  Engaging in such activity is a misrepresentation of authority.


An Employee’s failure to adhere to these considerations, as well as the guidelines set forth herein shall be grounds for disciplinary action, up to and including, termination.  Similarly, a Vendor’s failure to comply with this Policy will result in appropriate action as determined by governing state and/or federal law, rules and regulations, and other applicable Department policies and procedures.

IV. DEFINITIONS


For purposes of this policy:

“Affiliate Vendor Team” shall mean employees, directors, officers, contractors, and consultants of a Vendor that directly or indirectly assist the Vendor in the preparation of response to a Procurement.

“Confidential Information” shall mean all information not subject to disclosure pursuant to the Open Records Act, O.C.G.A. §50-18-70 et seq. that a current Vendor or potential Vendor might utilize for the purpose of responding to Procurement or that which is deemed disadvantageous or harmful to the Department and to the citizens of the State of Georgia in that such disclosure might lead to an unfair advantage of one Vendor over another in a Procurement. 

“Contracting Officer” shall mean the Department Employee maintaining oversight of the Procurement process who may also be designated as the Point of Contact as described below.

“Department” shall mean the Georgia Department of Community Health.

“Employee” shall mean any person who is employed by the Department.

“Evaluation Team” shall mean a designated group of Department Employees who review, assess, and score documents submitted to the Department in response to a Procurement solicitation.

“Gifts” shall mean, for purposes of this Policy, money, advances, personal services, gratuities, loans, extensions of credit, forgiveness of debts, memberships, subscriptions, travel, meals, charitable donations, refreshments, hospitality, promises, discounts or forbearance that are not generally available to members of the public. A Gift need not be intended to influence or reward an Employee.

“Financial Interest” shall mean, for purposes of this Policy, an ownership interest in assets or stocks equaling or exceeding 0%.

“Immediate Family” shall mean a spouse, dependent children, parents, in-laws, or any person living in the household of the Employee.

“Kickback” shall mean compensation of any kind directly or indirectly accepted by an Employee from a Vendor competing for or doing business with the Department, for the purpose of influencing the award of a contract or the manner in which the Department conducts its business. Kickbacks include, but are not limited to, money, fees, commissions or credits. 

“Procurement” shall mean buying, purchasing, renting, leasing, or otherwise acquiring any supplies, services, or construction.  The term also includes all activities that pertain to obtaining any supply, service, or construction, including description of requirements, selection and solicitation of sources, preparation and award of contract, as well as the disposition of any Protest.

“Protest” shall mean a written objection by an interested party to an RFQ or RFP solicitation, or to a proposed award or award of a contract, with the intention of receiving a remedial result.

“Protestor” shall mean an actual bidder/offeror who is aggrieved in connection with a contract award and who files a Protest.

“Point of Contact” shall mean the individual designated to be a Vendor’s only contact with the DCH following the public advertisement of a solicitation or the issuance of a request for a bid, proposal, or quote, until the award of a resulting contract and resolution of a Protest, if applicable.

“Prohibited Contact” shall mean contact with any officer, member of the Board or other Employee of the DCH, other than the Point of Contact, whereby it could be reasonably inferred that such contact was intended to influence, or could reasonably be expected to influence, the outcome of a Procurement. This prohibition includes, without limitation, personal meetings, meals, entertainment functions, telephonic communications, letters, faxes and e-mails, as well as any other activity that exposes the Employee to direct contact with a Vendor. This prohibition does not include contacts with Employees solely for the purpose of discussing existing on-going Department work which is unrelated to the subject of the Procurement.  Inquiries regarding the status of a Procurement should also be directed to the Point of Contact.

“Vendor” shall mean any individual or entity seeking to or doing business with the Department within the scope of this Policy, including, without limitation, contractors, consultants, suppliers, manufacturers seeking to act as the primary contracting party, officers and Employees of the foregoing, any subcontractors, sub consultants and sub suppliers at all lower tiers, as well as any person or entity engaged by the Department to provide a good or service.

“DOAS Vendor Manual” shall mean the Georgia of Department of Administrative Services’ vendor manual.

V. EMPLOYEE RESPONSIBILITIES

A. Evaluation Team Members

1. The Contracting Officer must ensure that employees participating in any Procurement activities have sufficient understanding of the Procurement and evaluation process and the applicable DCH and DOAS rules and regulations and policies associated with the processes.

2. Evaluation team members are tasked with conducting objective, impartial evaluations, and therefore, must place aside any personal and/or professional biases or prejudices that may exist.  Additionally, Employees serving on an Evaluation Team must not allow personal relationships (i.e. friendships, dating) with Employees, principals, directors, officers, etc. of a Vendor or individuals on the Affiliate Vendor Team to interfere with the ability to render objective and fair determinations.  Such interference may constitute the appearance of, and/or an actual conflict of interest and should be immediately disclosed to the Contracting Officer prior to the Employee’s participation on the evaluation team.  The Contracting Officer shall consult with the Ethics Officer to make a determination as to whether the Employee should participate on the evaluation team.

3. In the event that the Department determines that a conflict of interest does exist and the Employee failed to make the appropriate disclosure, the Department will disqualify the Employee from further participation on the evaluation team.  Furthermore, in the event that the Department determines that the conflict of interest did impact the outcome of a Procurement, such Employee may be subject to disciplinary action, up to and including termination.

4. In the event that the Department identifies that the employee maintains a relationship of any sort that lends to an appearance of a conflict of interest with respect to a Procurement, the Department may, in its discretion, take appropriate action to eliminate such an appearance, up to and including the disallowance of the Employee’s participation in any Procurement activities.  In such instances, the employee most likely will not be subject to disciplinary action.

5. Prior to participating on an evaluation team, each DCH Employee must execute a statement attesting and acknowledging that:

a.
The Employee shall not participate in a decision or investigation, or render an approval, disapproval, or recommendation with respect to any aspect of a Procurement, knowing that the Employee, or member of their immediate family has an actual or potential Financial Interest in the Procurement, including prospective employment;

b.
The Employee shall not solicit or accept Gifts, regardless of whether the intent is to influence purchasing decisions;

c.
The Employee shall not be employed by, or agree to work for, a Vendor or potential Vendor or Affiliate Vendor Team during any phase of a Procurement;

d.
The Employee shall not knowingly disclose Confidential Information;

e.
The Employee is precluded from engaging in Prohibited Contact upon the release of a Procurement solicitation, during the Evaluation Process, and throughout a Protest period, period of stay or court injunction related to procurement with which Employee was associated or at any time prior to the final adjudication of the Protest;

f.
The Employee is responsible for reporting any violations of this Policy in accordance with this Policy;

g.
The Employee will be responsible for complying with all DOAS rules and regulations, as well as Georgia law pertaining to procurements and conflicts of interest; and 

h.
The Employee shall not assist a potential Vendor in the Procurement process in evaluating the solicitation, preparing a bid in response to the evaluation, or negotiating a contract with the Department.  This prohibition shall not prohibit the Contracting Officer from carrying out his or her prescribed duties as allowed by DCH policy and procedures or the DOAS Vendor Manual.

B. Responsibilities of Non-Evaluation Team Members

All Employees should be mindful of the importance of confidentiality during any Procurement.  Even if an Employee is not serving in the capacity of a member on the Evaluation Team, the Employee must refrain from engaging in conduct with a Vendor that could result in a conflict of interest or be considered a Prohibited Contact.

VI. VENDOR RESPONSIBILITIES

A. Gifts and Kick-Backs

Vendors may neither offer nor give any Gift or Kick-backs, directly or indirectly, to an Employee. Similarly, no Vendor may offer or give any Gift or Kick-backs, directly or indirectly, to any member of an Employee’s Immediate Family.  Such prohibited activity may result in the termination of the contract, in those cases where the Vendor has executed a contract with the Department.  In the event that a potential Vendor who has submitted a response to a Procurement solicitation engages in such activity, the Department shall act in accordance with DOAS protocol.

B. Family Relationships with Department Employees

If a Vendor has a family or personal relationship with the Employee, a Gift that is unconnected with the Employee’s duties at the DCH is not necessarily prohibited. In determining whether the giving of an item was motivated by personal rather than business concerns, the history of the relationship between the Vendor and Employee shall be considered.  However, regardless of the family or personal relationship between a Vendor and an Employee, a Gift is strictly forbidden where it is being given under circumstances where it can reasonably be inferred that it was intended to influence the Employee in the performance of his or her official duties.

C. Vendor Submittals

The Department expects all potential Vendors and current Vendors to be forthcoming, always submitting true and accurate information in response to a Procurement or with regard to an existing business relationship.  If the Department determines that the Vendor has intentionally omitted or failed to provide pertinent information and/or falsified or misrepresented material information submitted to the Department, the Department shall act in accordance with applicable state law and DOAS procurement policies and procedures.  

Vendors must calculate the price(s) contained in any bid in accordance with Section 5.11 of the DOAS Vendor Manual.

D. Business Relations

A Vendor may not be allowed to conduct business with the Department for the following reasons:

1.
Falsifying or misrepresenting any material information to the Department as set forth hereinabove;

2.
Conferring or offering to confer upon an Employee participating in a Procurement (which the entity has bid or intends to submit a bid) any Gift, gratuity, favor, or advantage, present or future;  and

3.
Any other reasons not explicitly set forth herein that are contained in the DOAS Vendor Manual.

VII. USE OF CONFIDENTIAL INFORMATION

Employees will not use Confidential Information for their own advantage or profit, nor will they disclose Confidential Information during a Procurement to any potential Vendor or to any other unauthorized recipient outside DCH. 

VIII. ADDRESSING VIOLATIONS

A. The Process

Adherence to this policy makes all DCH staff responsible for bringing violations to the attention of the Contracting Officer under Procurement protocols or to a supervisor/manager if the affected Employee is not a part of the Procurement. If for any reason it is not appropriate to report a violation to the Contracting Officer or the Employee’s immediate supervisor, Employees will report such violations or concerns to the Ethics Officer.  The Contracting Officer and managers are required to report suspected ethics violations to the Ethics Officer who has specific responsibility to investigate all reported violations.

Reporting suspected policy violations by others shall not jeopardize an Employee’s tenure with the Department. Confirmed violations will result in appropriate disciplinary action, up to and including termination from employment.  In some circumstances, criminal and civil penalties may be applicable.

The Ethics Officer will notify the employee making the report of the suspected violation of receipt of such report within five (5) business days. All reports will be promptly investigated and appropriate corrective action will be taken if warranted by the investigation.

B. Good Faith Filings

Anyone filing a complaint concerning a violation of this policy must be acting in good faith and have reasonable grounds for believing the information disclosed indicates a violation. Any allegations that prove not to be substantiated and which prove to have been made maliciously or knowingly to be false will be viewed as a serious disciplinary offense. 

C. Confidentiality 

Violations or suspected violations may be submitted on a confidential basis by the complainant or may be submitted anonymously. Reports of violations or suspected violations will be kept confidential to the extent possible, consistent with the need to conduct an adequate investigation.  Additionally, all Employees are expected to cooperate in the investigation of such violations.  Failure to cooperate in an investigation may result in disciplinary action, up to and including termination from employment.

ACKNOWLEDGEMENT

I, the undersigned, hereby acknowledge that:

A. I have received, read, and understand the Georgia Department of Community Health’s Ethics In Procurement Policy;

B. I agree to comply with each provision of the Georgia Department of Community Health’s Ethics In Procurement Policy;

C. I am a (please check which applies): 


(   )
Contractor

(   )
Subcontractor
(   )
Vendor

CONTRACTOR
____________________________________

_____________________

Authorized Signature*





Date

____________________________________



Print Name







______________________________






 AFFIX CORPORATE SEAL HERE








(Corporations without a seal, attach a 








Certificate of Corporate Resolution)

ATTEST:  ________________________________________
 _________________


      SIGNATURE**





            Date

     ______________________________________


      TITLE

Signature page:  Exhibit D Ethics in Procurement Policy
Appendix E

BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (hereinafter referred to as “Agreement”), effective this _____ day of ___________, ____________is made and entered into by and between the Georgia Department of Community Health (hereinafter referred to as “DCH” ) and ___________________________________ (hereinafter referred to as “Grantor” ) as Attachment ________ to Grant No. ____________________ between DCH and Grantor dated _______________________   (“Grant”).

WHEREAS, DCH is required by the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), to enter into a Business Associate Agreement with certain entities that provide functions, activities or services on behalf of DCH involving the use of Protected Health Information (“PHI”); 

WHEREAS, Grantor, under Grant No. 



 (hereinafter referred to as “Grant”), may provide functions, activities, or services involving the use of PHI;

NOW, THEREFORE, for and in consideration of the mutual promises, covenants and agreements contained herein, and other good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, DCH and Grantor (each individually a “Party” and collectively the “Parties”) hereby agree as follows:

1. Terms used but not otherwise defined in this Agreement shall have the same meaning as those terms in the Privacy Rule and the Security Rule, published as the Standards for Privacy and Security of Individually Identifiable Health Information  in 45 C.F.R. Parts 160 and 164 (“Privacy Rule” and “Security Rule”).
2. Except as limited in this Agreement, Grantor may use or disclose PHI only to extent necessary to meet its responsibilities as set forth in the Grant provided that such use or disclosure would not violate the Privacy Rule or the Security Rule, if done by DCH.
3. Unless otherwise Provided by Law, Grantor agrees that it will:
A. Not request, create, receive, use or disclose PHI other than as permitted or required by this Agreement, the Grant, or as required by law.

B. Establish, maintain and use appropriate safeguards to prevent use or disclosure of the PHI other than as provided for by this Agreement or the Grant. 

C. Implement and use administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of the electronic protected health information that it creates, receives, maintains, or transmits on behalf of DCH.

D. Mitigate, to the extent practicable, any harmful effect that may be known to Grantor from a use or disclosure of PHI by Grantor in violation of the requirements of this Agreement, the Grant or applicable regulations.
E. Ensure that its agents or subcontractors are subject to at least the same obligations that apply to Grantor under this Agreement and ensure that its agents or subcontractors comply with the conditions, restrictions, prohibitions and other limitations regarding the request for, creation, receipt, use or disclosure of PHI, that are applicable to Grantor under this Agreement and the Grant.

F. Ensure that its agents and subcontractors, to whom it provides protected health information, agree to implement reasonable and appropriate safeguards to protect the information.

G. Report to DCH any use or disclosure of PHI that is not provided for by this Agreement or the Grant and to report to DCH any security incident of which it becomes aware. Grantor agrees to make such report to DCH in writing in such form as DCH may require within three (3) business days after Grantor becomes aware of the unauthorized use or disclosure or of the security incident. 
H. Make any amendment(s) to PHI in a Designated Record Set that DCH directs or agrees to pursuant to 45 C.F.R. §164.526 at the request of DCH or an Individual, within five (5) business days after request of DCH or of the Individual. Grantor also agrees to provide DCH with written confirmation of the amendment in such format and within such time as DCH may require. 

I. Provide access to PHI in a Designated Record Set, to DCH upon request, within five (5) business days after such request, or, as directed by DCH, to an Individual. Grantor also agrees to provide DCH with written confirmation that access has been granted in such format and within such time as DCH may require. 

J. Give the Secretary of the U.S. Department of Health and Human Services (the “Secretary”) or the Secretary’s designees access to Grantor’s books and records and policies, practices or procedures relating to the use and disclosure of PHI for or on behalf of DCH within five (5) business days after the Secretary or the Secretary’s designees request such access or otherwise as the Secretary or the Secretary’s designees may require. Grantor also agrees to make such information available for review, inspection and copying by the Secretary or the Secretary’s designees during normal business hours at the location or locations where such information is maintained or to otherwise provide such information to the Secretary or the Secretary’s designees in such form, format or manner as the Secretary or the Secretary’s designees may require.
K. Document all disclosures of PHI and information related to such disclosures as would be required for DCH to respond to a request by an Individual or by the Secretary for an accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528. 
L. Provide to DCH or to an Individual, information collected in accordance with Section 3. K. of this Agreement, above, to permit DCH to respond to a request by an Individual for an accounting of disclosures of PHI as provided in the Privacy Rule.

4. Unless otherwise Provided by Law, DCH agrees that it will:
A. Notify Grantor of any new limitation in DCH’s Notice of Privacy Practices in accordance with the provisions of the Privacy Rule if, and to the extent that, DCH determines in the exercise of its sole discretion that such limitation will affect Grantor’s use or disclosure of PHI. 
B. Notify Grantor of any change in, or revocation of, permission by an Individual for DCH to use or disclose PHI to the extent that DCH determines in the exercise of its sole discretion that such change or revocation will affect Grantor’s use or disclosure of PHI. 
C. Notify Grantor of any restriction regarding its use or disclosure of PHI that DCH has agreed to in accordance with the Privacy Rule if, and to the extent that, DCH determines in the exercise of its sole discretion that such restriction will affect Grantor’s use or disclosure of PHI.
D. Prior to agreeing to any changes in or revocation of permission by an                                                                                                                                                                                  Individual, or any restriction, to use or disclose PHI as referenced in subsections b. and c. above,  DCH agrees to contact Grantor to determine feasibility of compliance.  DCH agrees to assume all costs incurred by Grantor in compliance with such special requests. 



 
5. The Term of this Agreement shall be effective as of _____________________, and shall terminate when all of the PHI provided by DCH to Grantor, or created or received by Grantor on behalf of DCH, is destroyed or returned to DCH, or, if it is infeasible to return or destroy PHI, protections are extended to such information, in accordance with the termination provisions in this Section. 
A. Termination for Cause.   Upon DCH’s knowledge of a material breach by Grantor, DCH shall either:

1) Provide an opportunity for Grantor to cure the breach within a reasonable period of time, which shall be within 30 days after receiving written notification of the breach by DCH; 

2) If Grantor fails to cure the breach, terminate the Grant upon 30 days notice; or 

3) If neither termination nor cure is feasible, DCH shall report the violation to the Secretary of the Department of Health and Human Services. 
B. Effect of Termination.  

1) Upon termination of this Agreement, for any reason, DCH and Grantor shall determine whether return of PHI is feasible. If return of the PHI is not feasible, Grantor agrees to continue to extend the protections of Sections 3 (A) through (L) of this Agreement and applicable law to such PHI and limit further use of such PHI, except as otherwise permitted or required by this Agreement, for as long as Grantor maintains such PHI.  If Grantor elects to destroy the PHI, Grantor shall notify DCH in writing that such PHI has been destroyed and provide proof, if any exists, of said destruction. This provision shall apply also to PHI that is in the possession of subcontractors or agents of Grantor. Neither Grantor nor its agents nor subcontractors shall retain copies of the PHI.  

2) Grantor agrees that it will limit its further use or disclosure of PHI only to those purposes DCH may, in the exercise of its sole discretion, deem to be in the public interest or necessary for the protection of such PHI, and will take such additional actions as DCH may require for the protection of patient privacy and the safeguarding, security and protection of such PHI. 

3)  If neither termination nor cure is feasible, DCH shall report the violation to the Secretary. Particularly in the event of a pattern of activity or practice of Grantor that constitutes a material breach of Grantor’s obligations under the Grant and this agreement, DCH shall invoke termination procedures or report to the Secretary.

4) Section 5. B. of this Agreement, regarding the effect of termination or expiration, shall survive the termination of this Agreement

6. Interpretation.  Any ambiguity in this Agreement shall be resolved to permit DCH to comply with applicable laws, rules and regulations, the HIPAA Privacy Rule, the HIPAA Security Rule and any rules, regulations, requirements, rulings, interpretations, procedures or other actions related thereto that are promulgated, issued or taken by or on behalf of the Secretary; provided that  applicable laws, rules and regulations and the laws of the State of Georgia shall supersede the Privacy Rule if, and to the extent that, they impose additional requirements, have requirements that are more stringent than or have been interpreted to provide greater protection of patient privacy or the security or safeguarding of PHI than those of  the HIPAA Privacy Rule.

7. All other terms and conditions contained in the Grant and any amendment thereto, not amended by this Agreement, shall remain in full force and effect.     
IN WITNESS WHEREOF,  Grantor, through its authorized officer and agent, has caused this Agreement to be executed on its behalf as of the date indicated.

GRANTOR:
BY:    __________________________________________
_________________


                          SIGNATURE



              DATE


__________________________________________


                        PRINTED NAME


__________________________________________


                                   TITLE





 

CORPORATIONS:

AFFIX CORPORATE SEAL HERE








(Corporations without a seal, attach a 








Certificate of Corporate Resolution)

ATTEST:  ___
___________________________________

_________________


      SIGNATURE





 DATE


      ______________________________________


      PRINTED NAME

     ______________________________________


      TITLE
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 APPENDIX F
Georgia Department of Community Health

GEORGIA HEALTH INFORMATION EXCHANGE PILOT PROGRAM - PHASE ONE
PROJECT BUDGET BY FUNDING SOURCE
	Categories
	Grant Funds Requested
	Matching Contribution
	Total

	Personnel: (Salary and Fringe)
	 
	 
	 

	1.
	 
	 
	 

	2.
	 
	 
	 

	3.
	 
	 
	 

	4.
	 
	 
	 

	5.
	 
	 
	 

	6.
	 
	 
	 

	7.
	 
	 
	 

	Personnel Total
	$0.00
	$0.00
	$0.00

	Office Operations:
	 
	 
	 

	Facility Rental/Mortgage
	 
	 
	 

	Telephone
	 
	 
	 

	Internet
	 
	 
	 

	Utilities: 
	 
	 
	 

	Gas
	 
	 
	 

	Electric
	 
	 
	 

	Water & Sewer
	 
	 
	 

	Total Office Operations:
	$0.00
	$0.00
	$0.00

	Equipment:
	 
	 
	 

	Computer
	 
	 
	 

	Printer
	 
	 
	 

	Medical (Itemize)
	 
	 
	 

	Other (Itemize)
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	Total Equipment:
	$0.00
	$0.00
	$0.00

	Categories
	Grant Funds Requested
	Matching Contribution
	Total

	Consultants/ Subcontractors
	 
	 
	 

	Total Consultants/Subcontractors
	$0.00
	$0.00
	$0.00

	Other (Itemize):
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	Total Other:
	$0.00
	$0.00
	$0.00

	 TOTAL BUDGET
	$0.00
	$0.00
	$0.00


Note: 
A budget narrative that explains each line item must accompany the budget. Sub-contractors must be identified. If contractors have not yet been identified explain the selection process.  Please identify all sources of funding (cash or in-kind) in addition to state funding requested under this grant and include a description in the budget narrative.

No portion of any state grant funds may be used for any expenditure made prior to the date a grant agreement is completed.

CONTRACTOR
____________________________________

_____________________

Authorized Signature*





Date

____________________________________



Print Name







Signature page:  Exhibit F Project Budget
APPENDIX G
Georgia Department of Community Health

GEORGIA HEALTH INFORMATION EXCHANGE PILOT PROGRAM 
BIOGRAPHICAL SKETCH
 (Provide the following information for all professional personnel who will be involved in the project. Use continuation pages and follow the same general format for each person.)

______________________________________________________________________________

NAME








TITLE

______________________________________________________________________________

ROLE IN PROPOSED PROJECT

______________________________________________________________________________

EDUCATION

______________________________________________________________________________

INSTITUTION AND LOCATION 
DEGREE, YEAR EARNED
PROFESSIONAL FIELD

______________________________________________________________________________

______________________________________________________________________________

PROFESSIONAL EXPERIENCE

(Starting with present position, list training and experience relevant to the proposed project.)
______________________________________________________________________________

______________________________________________________________________________
______________________________________________________________________________

______________________________________________________________________________

CONTRACTOR
____________________________________

_____________________

Authorized Signature*





Date

____________________________________



Print Name




Signature page:  Exhibit G Biographical Sketch
APPENDIX H
Georgia Department of Community Health

GEORGIA HEALTH INFORMATION EXCHANGE PILOT PROGRAM 
SAMPLE LETTER OF INTENT
Date

Inside Address

Dear Sir:

The (Local Government Entity) is proud to submit this Letter of Intent outlining the innovative project to provide healthcare delivery for our five (5) county regions.  None of the participants are seeking funding through any other competing application being submitted for this grant program.  The counties engaged in this project include:

(Name) County

(Name) County

(Name) County

(Name) County

(Name) County

Responses for the following questions must be provided; please list the question with the response directly following:

Provide a description of the proposed project illustrating innovation of the redesign.

Describe the intended impact.

Describe your collaborative approach; identify the participants of the collaborative and the responsibilities and contributions of each.

What amount of funding will be requested?

What type of technical assistance is needed?

Provide Consortium meeting schedule.

Sincerely,
[image: image1.jpg]GEORGIA DEPARTMENT OF
CoMMUNITY HEALTH





Lead Applicant Signature
Appendix I
DRUG-FREE WORKPLACE CERTIFICATE

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES (HHS)

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

GRANTEES OTHER THAN INDIVIDUALS

By signing and/or submitting this application or grant agreement, the grantee is providing the certification set out below.

This certification is required by regulations implementing the Drug-Free Workplace Act of 1988, 45 CFR Part 76, Subpart F.  The regulations, published in the January 31, 1989 Federal Register, require certification by grantees that they will maintain a drug-free workplace.  The certification set out below is a material representation of fact upon which reliance will be placed when HHS makes a determination regarding the award of the grant.  False certification or violation of the certification shall be grounds for suspension of payments, suspension or termination of grants, or government-wide suspension or debarment.

The grantee certifies that it will provide a drug-free workplace by:

1. Publishing a statement notifying employees that the unlawful manufacture, distribution, dispensing, possession or use of a controlled substance is prohibited in the grantee’s workplace and specifying the actions that will be taken against employees for violation of such prohibition;

2. Establishing a drug-free awareness program to inform employees about:

a)         The dangers of drug abuse in the workplace;

b)         The grantee’s policy of maintaining a drug-free workplace;

c) Any available drug counseling, rehabilitation, and employee assistance programs; and

d) The penalties that may be imposed upon employees for drug abuse violations   occurring in the workplace;

3. Making it a requirement that each employee who will be engaged in the performance of the grant be given a copy of the statement required by paragraph 1;

4. Notifying the employee in the statement required by paragraph 1 that, as a condition of employment under the grant, the employee will:

a)         Abide by the terms of the statement; and

b)         Notify the employer of any criminal drug statute conviction for a violation occurring in the workplace no later than five days after such conviction;

5. Notifying the agency within ten days after receiving notice under subparagraph 4. b) from an employee or otherwise receiving actual notice of such conviction;

6. Taking one of the following actions, within 30 days of receiving notice under subparagraph 4. b), with respect to any employee who is so convicted;

a)         Taking appropriate personnel action against such an employee, up to and including termination; or

b)         Requiring such employee to participate satisfactorily in a drug abuse assistance or rehabilitation program approved for such purposes by a federal, state, or local health, law enforcement, or other appropriate agency;

7. Making a good faith effort to continue to maintain a drug-free workplace through implementation of paragraphs 1, 2, 3, 4, 5, and 6.

_____________________________________________

            Contractor

                                                                                                                                    ____________________________________________                         _______________

            Signature                                                                                                             Date

Signature page:  Exhibit I Drug-Free Workplace Certificate
[image: image2.png]\ GEORGIA DEPARTMENT OF
ComMUNITY HEALTH



Appendix J
CERTIFICATION REGARDING DEBARMENT, SUSPENSION, PROPOSED DEBARMENT, AND OTHER RESPONSIBILITY MATTERS

Federal Acquisition Regulation 52.209-5, Certification Regarding Debarment, Suspension, Proposed Debarment, and Other Responsibility Matters (March 1996)

(a)
(1)
The Offeror certifies, to the best of its knowledge and belief, that—

(i) The Offeror and/or any of its Principals—

A. Are  FORMCHECKBOX 
 are not  FORMCHECKBOX 
  presently debarred, suspended, proposed for debarment, or declared ineligible for award of contracts by any Federal agency;

B. Have  FORMCHECKBOX 
 have not  FORMCHECKBOX 
 within a three-year period preceding this offer, been convicted of or had a civil judgment rendered against them for:  commission of fraud or criminal offense in connection with obtaining, attempting to obtain, or performing a public (federal, state, or local) contract or subcontract; violation of federal or state antitrust statutes relating to the submission of offers; or commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, evasion, or receiving stolen property; and

C. Are  FORMCHECKBOX 
 are not  FORMCHECKBOX 
 presently indicted for, or otherwise criminally or civilly charged by a governmental entity with commission of any of the offenses enumerated in subdivision (a)(1)(i)(B) of this provision.

(ii) The Offeror has  FORMCHECKBOX 
 has not  FORMCHECKBOX 
 within a three-year period preceding this offer, had one or more contracts terminated for default by any federal agency.

(2) “Principals,” for purposes of this certification, means officers, directors, owners, partners, and, persons having primary management or supervisory responsibilities within a business entity (e.g., general manager, plant manager, head of a subsidiary, division, or business segment; and similar positions).

This certification concerns a matter within the jurisdiction of an Agency of the United States and the making of a false, fictitious, or fraudulent certification may render the maker subject to prosecution under 18 U.S.C. § 1001.

(b) The Offeror shall provide immediate written notice to the Contracting Officer if, at any time prior to contract award, the Offeror learns that its certification was erroneous when submitted or has become erroneous by reason of changed circumstances.

(c) A certification that if any of the items in paragraph (a) of this provision exist will not necessarily result in withholding of an award under this solicitation.  However, the certification will be considered in connection with a determination of the Offeror’s responsibility.  Failure of the Offeror to furnish a certification or provide such additional information as requested by the Contracting Officer may render the Offeror nonresponsible.

(d) Nothing contained in the foregoing shall be construed to require establishment of a system of records in order to render, in good faith, the certification required by paragraph (a) of this provision.  The knowledge and information of an Offeror is not required to exceed that which is normally possessed by a prudent person in the ordinary course of business dealings.

(e) The certification in paragraph (a) of this provision is a material representation of fact upon which reliance was placed when making award.  If it is later determined that the Offeror knowingly rendered an erroneous certification, in addition to other remedies available to the Government, the Contracting Officer may terminate the contract resulting from this solicitation for default.

CONTRACTOR:

By:
___________________________________


_________________________________________


________________

Signature








Date

_________________________________________


Name and Title

Signature page:  Exhibit J  Certification  Regarding Debarment, Suspension, Proposed Debarment and Other Responsibility 

Appendix K
GEORGIA DEPARTMENT OF COMMUNITY HEALTH

NON-PROFIT ORGANIZATION DISCLOSURE FORM

Notice to all DCH Contractors:  Pursuant to Georgia law, non-profit organizations that receive funds from a state organization must comply with audit requirements as specified in O.C.G.A. § 50-20-1 et seq. (hereinafter “the Act”) to ensure appropriate use of public funds.  “Non-profit Organization” means any corporation, trust, association, cooperative, or other organization that is operated primarily for scientific, educational, service, charitable, or similar purposes in the public interest; is not organized primarily for profit; and uses its net proceeds to maintain, improve or expand its operations.  The term non-profit organization includes non-profit institutions of higher education and hospitals.  For financial reporting purposes, guidelines issued by the American Institute of Certified Public Accountants should be followed in determining non-profit status.

The Department of Community Health (DCH) must report contracts with non-profit organizations to the Department of Audits and must ensure compliance with the other requirements of the Act.  Prior to execution of any contract, the potential contractor must complete this form disclosing its corporate status to DCH. This form must be returned, along with proof of corporate status, to: Elvina Calland, Director, Contract and Procurement Administration, Georgia Department of Community Health, 35th Floor, 2 Peachtree Street, N.W., Atlanta, Georgia 30303-3159.

Acceptable proof of corporate status includes, but is not limited to, the following documentation: 

· Financial statements for the previous year;

· Employee list;

· Employee salaries;

· Employee reimbursable expenses; and

· Corrective action plans.


Entities that meet the definition of non-profit organization provided above and are subject the requirements of the Act will be contacted by DCH for further information.

COMPANY NAME:












ADDRESS:













PHONE: 





FAX: 






CORPORATE STATUS: (check one)
For Profit 


Non-Profit 



I, the undersigned duly authorized representative of _________________ do hereby attest that the above information is true and correct to the best of my knowledge.

Signature




       

         Date

Appendix L
STATE OF GEORGIA

THE GEORGIA DEPARTMENT OF COMMUNITY HEALTH

2 PEACHTREE STREET, N.W.

ATLANTA, GEORGIA 30303-3159

CONFIDENTIALITY STATEMENT

FOR SAFEGUARDING INFORMATION

I, the undersigned, understand, and by my signature agree to comply with Federal and State requirements (References: 42 CFR 431.300 – 431.306. Chapter 350-5 of Rules of Georgia Department of Community Health) regarding the safeguarding of Medicaid information in my possession, including but not limited to information which is electronically obtained from the Medicaid Management Information System (MMIS) while performing contractual services with the Department of Community Health, its agents or contractors.

Individual’s Name: (typed or printed):  









Signature: 






 Date: 






Telephone No.:  





Company or Agency Name and Address: 








Signature page:  Exhibit L  Confidentiality Statement
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Appendix M

VENDOR LOBBYIST DISCLOSURE AND REGISTRATION CERTIFICATION FORM

Pursuant to Executive Order Number 10.01.03.01 (the “Order”), which was signed by Governor Sonny Perdue on October 1, 2003, Contractors with the state are required to complete this form.  The Order requires  “Vendor Lobbyists,” defined as those who lobby state officials on behalf of businesses that seek a contract to sell goods or services to the state or those who oppose such a contract, to certify that they have registered with the State Ethics Commission and filed the disclosures required by Article 4 of Chapter 5 of Title 21 of the Official Code of Georgia Annotated.  Consequently, every vendor desiring to enter into a contract with the state must complete this certification form.  False, incomplete, or untimely registration, disclosure, or certification shall be grounds for termination of the award and contract and may cause recoupment or refund actions against Contractor.  

In order to be in compliance with Executive Order Number 10.01.03.01, please complete this Certification Form by designating only one of the following:

· Contractor does not have any lobbyist employed, retained, or affiliated with the Contractor who is seeking or opposing contracts for it or its clients.  Consequently, Contractor has not registered anyone with the State Ethics Commission as required by Executive Order Number 10.01.03.01 and any of its related rules, regulations, policies, or laws.

· Contractor does have lobbyist(s) employed, retained, or affiliated with the Contractor who are seeking or opposing contracts for it or its clients.  The lobbyists are: _______________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Contractor states, represents, warrants, and certifies that it has registered the above named lobbyists with the State Ethics Commission as required by Executive Order Number 10.01.03.01 and any of its related rules, regulations, policies, or laws.

_________________________________________


_________________

            Contractor








Date

       

                                                                                      



                                                       _________________________________________


__________________      

            Signature







Title of Signatory

Appendix N
[image: image4.png]\ GEORGIA DEPARTMENT OF
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GEORGIA SECURITY AND IMMIGRATION FORM 

A. In order to insure compliance with the Immigration Reform and Control Act of 1986 (IRCA), D.L. 99-603 and the Georgia Security and Immigration Compliance Act O.C.G.A. §13-10-90 et. seq., Contractor must initial one of the sections below: 

______ 
Contractor has 500 or more employees and Contractor warrants that Contractor has complied with the Immigration Reform and Control Act of 1986 (IRCA), D.L. 99-603 and the Georgia Security and Immigration Compliance Act by registering at

 https://www.vis-dhs.com/EmployerRegistration and verifying information of all new employees; and by executing any affidavits required by the rules and regulations issued by the Georgia Department of Labor set forth at Rule 300-10-1-.01 et. seq.
______ 
Contractor has 100-499 employees and Contractor warrants that no later than July 1, 2008, Contractor will register at 

https://www.vis-dhs.com/EmployerRegistration to verify information of all new employees in order to comply with the Immigration Reform and Control Act of 1986 (IRCA), D.L. 99-603 and the Georgia Security and Immigration Compliance Act; and by executing any affidavits required by the rules and regulations issued by the Georgia Department of Labor set forth at Rule 300-10-1-.01 et.seq. 

______ 
Contractor has 99 or fewer employees and Contractor warrants that no later than July 1, 2009, Contractor will register at 

https://www.vis-dhs.com/EmployerRegistration to verify information of all new employees in order to comply with the Immigration Reform and Control Act of 1986 (IRCA), D.L. 99-603 and the Georgia Security and Immigration Compliance Act; and by executing any affidavits required by the rules and regulations issued by the Georgia Department of Labor set forth at Rule 300-10-1-.01 et. seq. 

B. Contractor warrants that Contractor has included a similar provision in all written agreements with any subcontractors engaged to perform services under this Contract. 

Signatures on the following page

SIGNATURE PAGE
_________________________________________________     _________________________ 

Authorized Signature 







Title 

Firm Name:___________________________________________________________________ 

Street/Mailing Address:__________________________________________________________

City, State, Zip Code:____________________________________________________________ 

Telephone Number:_____________________________________________________________ 

E-mail Address:________________________________________________________________

Signature page:  Exhibit N Georgia Security and Immigration Form
Appendix O

Vendor Self-Assessment Questionnaire
The Department of Community Health (DCH) is committed to ensuring that the individually identifiable health information and any other data about a member that  is confidential are always reasonably safeguarded by its vendors.  For purposes of this questionnaire, “Individually identifiable health information” means health information, including demographic information collected from an individual, and that:

(1) Is created or received by a health care provider, health plan, employer, or health care clearinghouse; and

(2) Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and

(i) That identifies the individual; or

(ii) With respect to which there is a reasonable basis to believe the information can be used to identify the individual.

“Protected Health Information” (PHI) means individually identifiable health information:

(i) Transmitted by electronic media;
(ii) Maintained in electronic media; or
(iii) Transmitted or maintained in any other form or medium.

(2) Protected health information excludes individually identifiable health information in

employment records held by a covered entity in its role as employer.

1. Vendor Contact information


Name:  










Address:  











City:  





  State:  
  Zip:  



Email:  




  Phone:  (
) 


2.
Services provided to DCH offices or facilities?
3.
Do you or your employees have unescorted access to the inside of DCH facilities?


⁪ Yes

⁪ No

4.
Does any of the information that you or your employees collect, store, use, transfer, access, disclose or secure for the DCH include any of the items below? (Check all that apply.)

⁪
Name, in any form (full or part of name or initials) 

⁪
Home or other address

⁪  
Email address


⁪
Telephone number


⁪
Social Security Number


⁪
Credit or debit card information

      ⁪
Date of birth


⁪
Driver’s license number


⁪
Any other information from or about an individual 

Section 1- Privacy and Security Assessment

1. Does your company require a background check for all employees that will have access to DCH facilities or Protected Health Information?


⁪ Yes

⁪ No


If yes, does the background check include a drug test?


⁪ Yes

⁪ No


If yes, does the background check validate that employees do not have criminal 
records? 
⁪ Yes

⁪ No

2.
Does your company require a background check for all subcontractors that will have access to DCH facilities or Protected Health Information?


⁪ Yes

⁪ No


If yes, does the background check include a drug test?


⁪ Yes

⁪ No


If yes, does the background check validate that employees do not have criminal 
records? 
⁪ Yes

⁪ No

3.         Does your company have policies and procedures for handling security breaches that may result in the unauthorized of Protected Health Information?


⁪ Yes

⁪ No
4.
Does your company have policies and procedures for notifying DCH and affected in the event that Protected Health Information about members of DCH administered health plans is lost, stolen, or otherwise in  security breach?

⁪ Yes

⁪ No
5.
Does your company have policies and procedures to ensure employees, subcontractors and agents have access to only those DCH facilities or necessary to provide the services your company provides to DCH?

⁪ Yes

⁪ No
6.        Does your company have policies and procedures regarding the retention and disposal of Protected Health Information about members of DCH administered health plans?
Section 2 – Training
1. Can individuals within your company gain access to Protected Health Information without the completion of training regarding  privacy and security safeguards?

⁪ Yes

⁪ No
2. Can individuals within your company gain access to Protected Health Information without the completion of training regarding privacy and security policies, procedures, and practices?

⁪ Yes

⁪ No
3. Does your company provide non-mandatory training on privacy policies, procedures, and practices to those people with access to Protected Health Information of members of health plans administered by DCH?

⁪ Yes

⁪ No

Section 3 – Privacy and Security Policies and Procedures

1.
Will your company comply with DCH Privacy and Security Policies and Procedures or with your company’s written privacy and security policies that address/addresses your company’s collection, use, and disclosure of Protected Health Information? Check all that apply.


⁪  Yes, comply with own company’s policies and procedures


⁪  Yes, comply with DCH policies and procedures


⁪  No

2.  
If your company operates or maintains a web site on behalf of DCH that collects Protected Health Information from visitors, does your company maintain privacy and security policies for these web sites?

⁪ Yes

⁪ No

Please list web site:  







______
3.  
Does your company have policies and procedures to address compliance with privacy and security laws and/or regulations?

⁪ Yes

⁪ No
4. 
Does your company have policies and procedures regarding workforce sanctions for noncompliance with your company’s privacy policies? 


⁪ Yes

⁪ No
5. 
Does your company regularly review your privacy and security program and                    ?          policies and procedures?

⁪ Yes

⁪ No

Section IV – Subcontractors and Agents
1. Will your company use subcontractors in providing services to DCH?


⁪ Yes

⁪ No
2. If yes, does your company have policies and procedures to ensure such 
           entities have appropriate information security and privacy safeguards in place? 

⁪ Yes

⁪ No
3. Does your company have a policy for restricting access to Protected Health Information to only those employees, subcontractors, and agents who need access as part of their job responsibilities?

⁪ Yes

⁪ No

Section V – Information Security

1. Does your company have Information Security Programs, including policies and procedures designed to help protect any assets from unauthorized use or disclosure, acquisition, loss, or damage?

⁪ Yes

⁪ No
2. Does your company allow employees or subcontractors to store Protected Health Information on laptop computers?

⁪ Yes

⁪ No

If yes, does your company allow employees or subcontractors to remove such 
laptops from the premises?

⁪ Yes

⁪ No
3.  
If yes, does your company have policies and procedures in place regarding required safeguards to prevent unauthorized use and disclosure, access to, loss of, or theft of such laptops?

⁪ Yes

⁪ No
4.  
If yes, are all databases and other data repositories containing Protected Health Information, including all company servers, secured behind firewalls?

⁪ Yes

⁪ No
5. 
If yes, is intrusion detection software used between the internet and these servers?

⁪ Yes

⁪ No
6. 
If yes, is the intrusion detection software used kept current?

⁪ Yes

⁪ No
7. 
If yes, is virus detection software installed for your computer systems?

⁪ Yes

⁪ No
8.
If yes, does your company have written procedures that cover the use of security technology to protect DCH networks, if applicable, and Protected Health Information?

⁪ Yes

⁪ No
9. 
Does your company regularly review its information security programs?

⁪ Yes

⁪ No
10.
Does your company require individual user IDs and passwords to control  information system access to Protected Health Information about members of DCH-administered health plans?


⁪ Yes

⁪ No

11.
If yes, does your company have minimum requirements for passwords, such as minimum length or alphanumeric combination?

⁪ Yes

⁪ No
12.
If yes, does your company require passwords to be changed regularly?

⁪ Yes

⁪ No
13.
Does your company have policies and procedures by which information system access privileges are rescinded upon termination, revocation of other privileges, or reassignment of job responsibilities?

⁪ Yes

⁪ No
14.
Does your company have policies and procedures regarding the retention and secure disposal of Protected Health Information about members of DCH administered health plans?

⁪ Yes

⁪ No
15.
If yes, do those policies and procedures require shredding or other means of secure destruction?


⁪ Yes

⁪ No

____________________________________

_____________________

Authorized Signature






Date

____________________________________



Print Name







Signature page:  Exhibit C Business Associate Agreement
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