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Welcome to ...

GA Healthinfo

Secure. Private, Accessible.

Everything you need to know about the security and privacy of your electronic health information,
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Presentation Notes
Welcome to the Georgia Department of Community Health’s presentation on Electronic Health Records and the Health Information Exchange. 



On February 17, 2009, President Obama signed the American Reinvestment & Recovery Act.  This law calls for and supports the greater use of electronic health records. This brief presentation is to help Georgia consumers understand the benefits of Electronic Health Records or EHRs and the steps being taken to protect their security and privacy. 



The following is Stan’s story.


Meet Stan...

e \Veteran

e Retired
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Presentation Notes
Meet Stan. Stan is a veteran who recently retired from his job as an electrical engineer. 


. GA"'" Healthinfo

- Securs. Private. Accessible.

Meet Stan...

Enjoying retirement ¥
In Savannah!
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He moved from Atlanta to Savannah to enjoy his retirement near the ocean. His children live in other cities, so Stan is on his own in his new hometown. 
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Meet Stan...

Hrnm have
called .‘E,nfli.ar

-Memory loss - - °"‘“*’
. Diabetes ' '
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Stan has some health conditions that are not being treated. He’s had difficulty with his memory for a few years, and more recently he was diagnosed with diabetes, although he is not treating his condition with medicine.


Stan’s Fall

Ooops!-
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One afternoon, Stan was making repairs to his home. While on his ladder, he misses a step and falls to the ground. 


Stan’s Fall

Ouch! «
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When he tries to move, he feels a sharp pain in his back. 
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Stan’s Fal

911, Help!
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Stan’s neighbor sees him fall and calls 911. 
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Stan’s Fall

The Veterans Administration
health care system is one G
the largest hospital systems
using Electronic Health

Records (EHRS) in America.
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When the Emergency Medical Technician (EMT) arrives, Stan is confused, so the EMT checks Stan’s wallet for identification. He sees Stan’s Veteran’s I.D. Card and calls the local VA Hospital. 
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Stan’s Fall

- Electronic Health Record (EHR)— a digital
record of your health care history

- HIPAA Authorization — signed fornwllowing
health care information to be shared with a
specific individual

. Covered Entities — health care and health care

payment professionals permitted by law to view
your health information without an authorization
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The Coordinating Nurse at the hospital tells the EMT that according to Stan’s  Electronic Health Record, or EHR, Stan’s daughter, Sally, has HIPAA Authorization to talk to his health care providers about her father’s condition. Since both the Nurse and the EMT are Covered Entities, the nurse gives the EMT other vital information about Stan’s health that would be critical in treating him, such as the fact that he’s diabetic.
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Stan’s Trip to the Emergency Room

4

« Faster treatment with EHRs because the
doctor had all the important information on
Stan upfront. Time Saved!

- Recent test results on file in the EHFﬁI'so no
medical tests had to be repeated. Money
saved!

- Prescription medications and allergies listed
In EHR. Safer treatment!
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When Stan arrives at the closest trauma hospital, the emergency room doctors are ready to treat him. Thanks to the EHR, the doctors already know important facts about Stan, such as which medical tests have been administered and the diagnosis, current treatments and any allergies he may have. Stan’s treatment is faster and more helpful to him,  thanks to his information’s being immediately available to the doctors treating him. 
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Stan’s Trip to the Emergency Room

r

According to the
Electronic Health
Record, Sally has
HIPAA authorization to
discuss her father’s
condition with his
doctor.
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The emergency room doctor contacts Sally, to let her know her father had a bad fall but is recovering. He was diagnosed with a back spasm, given some pain killers and released. 
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Stan’s Visit to His New Primary Doctor
HIPAA Notice of Privacy —

Health care providers must give this
notice to each new patient. The notick!
explains the health care providers’ Privacy
Practices so you will know how your
information is protected and how it may be
shared. This notice also explains your
rights to see your health information and
how to file a privacy complaint.
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Since Stan was glad to receive quick and helpful treatment at the hospital, he decided it was time to get treatment for his diabetes. 



When Stan arrives at the new doctor’s office, he receives a HIPAA Notice of Privacy to read and sign. His new doctor, Dr. Jones, already has his medical history – that means less paperwork to fill out! 
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Stan’s Visit to His New Primary Doctor

HIE — “Health Information Exchange” is
the secure sharing of your EHRs by your
current and future health care
professionals

&L
-« No carrying around paper medical files to
new doctors

* No need to commit to memory the dates of |
medical test or their diagnosis, allergies or
prescription medicines

* No need to repeat tests!
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Dr. Jones is able to share information electronically with Stan’s other health care providers through a Health Information Exchange, or HIE. Stan doesn’t have to carry around his paper medical files or  remember all his medications, allergies and health history details. 
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Stan’s Visit to His New Primary Doctor

Patient Control — your right
and choice to decide e
whether to have your
iInformation included in a
Health Information
Exchange
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Although Stan is relieved that he won’t need a full physical, since his new doctor could review his medical information through the Health Information Exchange, he is concerned about information he’d like to have left out of his electronic records.  Stan is able to decide not to be a part of the HIE. He decides whether to share his medical history with any doctors he may visit in the future. 
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Stan’s Visit to His New Primary Doctor

Patient Control —
— It's your decision!
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Stan discusses staying out of the Health Information Exchange with Dr. Jones,  but he  realizes that being part of the HIE really helped to save him time and money when he recently fell, plus he received better care because the doctors immediately had all of his information. 



Dr. Jones tells Stan about certain items that do not need to be shared through HIE, such as mental health, drug and alcohol treatment. 
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Stan’s Visit to His New Primary Doctor

EHRSs offer greater Security and
Privacy than paper records:

— Electronic “keys” and information

scrambling tools limit who can see your
iInformation

— Security tools make it possible to guard
your information 24/7/365, and track who
has looked at your health information
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Stan is pleased and impressed with all the benefits of his electronic health record. However, he is concerned about so much information being available in one place. He’s heard the reports about computers being hacked into and identity theft.  

His doctor assures Stan that his information is secure and private. He explains the major security and privacy safeguards, including passwords and access controls.  
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Stan’s Visit to His New Primary Doctor

Protection of your privacy rights
through strong enforcement:

Penalties for violations of up tqy
$1.5 million and jail time

e Required reporting of breaches

» State Attorneys General and

Federal Agencies can enforce
HIPAA
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The doctor further assures Stan that there are federal and state laws that protect his medical information and that those laws have been strengthened under  the new federal laws about electronic health records. He tells Stan about some of the strong, new enforcement methods.
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Stan’s Visit to His New Primary Doctor

e State of Georgia has long
history of protecting privac%

» Georgia court decisions
since 1905 have upheld an

individual’s right of privacy <~
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Dr. Jones tells Stan that both federal and state laws protect his medical information.  He tells Stan that Georgia has a long history of upholding privacy rights, dating back to 1905. 
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Stan and Daughter Sally T
Give Electronic Health Records Two Thumbs Up!

Benefits of EHRS:

* EHRSs allow faster access to
complete and accurate patienty
health information

 EHRs are backed up

 EHRs are protected so only
authorized individuals can i AN 1
access them %ﬁ
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EHRs allow physicians and other health care providers to have faster, more complete patient health information 

EHRs are backed up. If a natural disaster occurs, such as Hurricane Katrina, EHRs would be stored and saved, unlike paper files which may end up lost or damaged 

EHRs are safeguarded and restricted, so only authorized individuals can access them, making security and privacy of electronic records easier to maintain than with paper records
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For More Information on EHRSs and their Privacy
and Security...

georgiahealthinfo.gayw - Health
Information Security and Privacy section
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For more information about electronic health records , you can visit the Georgia Department of Community Health – Office of Health Information Technology and Transparency’s web site, georgiahealthinfo.gov, where you can find additional resources, including information on patients’ rights, an education toolkit, publications, conferences, and links to professional associations. 
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Electronic Health Records

&
Thank You for Watching!
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Thank you for watching, and . . .! 
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Thank You to Our DCH Talent!

In order of appearance:

* Bill Tierney — Stan §

 Pam Gordon — Neighbor

e Clyde White — Emergency Medical Technician
* Iris Mcllvane — Nurse

o Adriane Saunders — Emergency Room Doctor
« Alison Earles — Sally and Narrator

 Ben Anderson — Dr. Jones
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And thank you to the talented staff of the Georgia Department of Community Health who made this production possible.


GNEHeulthlnfu

This presentation is made possible by the Health Information Security
and Privacy Collaboration (HISPC) a contract managed by the Office of
the National Coordinator for Health IT (ONC). Neither HISPC nor the
ONC is responsible for any misuse or copyright infringement with respect
to the publication.
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And thank you to the talented staff of the Georgia Department of Community Health who made this production possible.
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